
 

ControlLogix  
OPC Driver 
Agent Help 

OPC Server Driver Agent for 
ControlLogix Controllers 

 

Version 9 



ControlLogix OPC Driver Agent Help 

Cyberlogic Technologies Inc. - 2 - 

CONTROLLOGIX OPC DRIVER AGENT HELP 

For ControlLogix Programmable Controllers  

Version 9 

Copyright © 1994 -2017, Cyberlogic®  Technologies Inc. All rights reserved. 

This document and its contents are protected by all applicable copyright, trademark and patent laws and 
international treaties. No part of this document may be copied, reproduced, stored in a retrieval system or 
transmitted by any means, electronic,  mechanical, photocopying, recording or otherwise, without the express 
written permission of Cyberlogic Technologies Inc. This document is subject to change without notice, and does 
not necessarily reflect all aspects of the mentioned products or services, their performance or applications. 
Cyberlogic Technologies Inc. is not responsible for any errors or omissions in this presentation. Cyberlogic 
Technologies Inc. makes no express or implied warranties or representations with respect to the contents of 
this document. No copyright, trademark or patent liability or other liability for any damages is assumed by 
Cyberlogic Technologies Inc. with respect to the use of the information contained herein by any other party.  

Cyberlogic® , DHX® , MBX® , WinConX®  and Inte lligent Å Powerful Å Reliable®  are registered trademarks and 
DirectAccessÊ, OPC CrosslinkÊ, OPC DatacenterÊ, DevNetÊ and C-logicÊ are trademarks of Cyberlogic 
Technologies Inc. All other trademarks and registered trademarks belong to their respective owner s. 

 

Document last revision date May 1, 2019 



ControlLogix OPC Driver Agent Help 

Cyberlogic Technologies Inc. - 3 - 

TABLE OF CONTENTS 

Introduction  ................................ ................................ ................................ ........  5 
Compatibility and Compliance ................................ ................................ ...................  5 

What Should I Do Next? ................................ ................................ ......................  6 
Learn How the OPC Server Works ................................ ................................ .............  6 
Read a Quick-Start Guide ................................ ................................ .........................  6 
Get Detailed Information on the Configuration Editors  ................................ ...............  6 
Verify That Itôs Working or Troubleshoot a Problem ................................ ...................  6 
Print a Copy of This Document ................................ ................................ .................  6 
Contact Technical Support ................................ ................................ ........................  6 

Theory of Operation  ................................ ................................ ............................  7 
Main Server Features ................................ ................................ ...............................  8 
Network Connections Tree ................................ ................................ .......................  9 

Network Automatic Configuration ................................ ................................ ..........  9 
Address Space Tree ................................ ................................ ................................ . 9 

Access Paths ................................ ................................ ................................ ......  10 
Unsolicited Message Filters ................................ ................................ .................  10 
Data Items ................................ ................................ ................................ ........  11 

Conversions Tree ................................ ................................ ................................ ... 11 
Simulation Signals Tree ................................ ................................ ..........................  11 
Alarm Definitions Tree ................................ ................................ ...........................  11 

Quick -Start Guide  ................................ ................................ .............................. 12  

Configuration Editor  Reference  ................................ ................................ ........ 13  
Network Connections ................................ ................................ .............................  14 

Creating and Deleting ................................ ................................ .........................  14 
Editing the ControlLogix Driver Agent ................................ ................................ .. 17 
Editing Network Connections ................................ ................................ ...............  18 
Editing the ControlLogix Driver Agent Device ................................ .......................  22 
Editing Network Nodes ................................ ................................ .......................  25 

Address Space ................................ ................................ ................................ .......  30 
Device Folders ................................ ................................ ................................ ... 31 
Devices ................................ ................................ ................................ ..............  34 
Folders ................................ ................................ ................................ ..............  42 
Data Items ................................ ................................ ................................ ........  45 

Conversions ................................ ................................ ................................ ..........  53 
Simulation Signals ................................ ................................ ................................ . 54 
Alarm Definitions ................................ ................................ ................................ ... 54 
Database Operations ................................ ................................ .............................  55 
OPC Crosslinks ................................ ................................ ................................ ......  55 
Saving and Undoing Configuration Changes ................................ ............................  55 
Configuration Import/Export  ................................ ................................ ...................  56 
Options ................................ ................................ ................................ .................  56 

Validation & Troubleshooting  ................................ ................................ ........... 57  
Data Monitor ................................ ................................ ................................ .........  57 
Cyberlogic OPC Client ................................ ................................ ............................  57 
Performance Monitor ................................ ................................ .............................  57 
DirectAccess ................................ ................................ ................................ ..........  57 
Event Viewer ................................ ................................ ................................ .........  65 
ControlLogix Driver Agent Messages ................................ ................................ .......  65 



ControlLogix OPC Driver Agent Help 

Cyberlogic Technologies Inc. - 4 - 

Frequently Asked Questions ................................ ................................ ...................  66 

Appendix A: PLC Tag Names  ................................ ................................ ............. 69  
Examples ................................ ................................ ................................ ..............  70 
Syntax ................................ ................................ ................................ ..................  71 

Notation ................................ ................................ ................................ ............  71 
Accepted Syntaxes ................................ ................................ .............................  72 
Structures with atomic fields ................................ ................................ ...............  75 
Array of structures with at omic fields ................................ ................................ ... 78 

Appendix B: Pr edefined ControlLogix Structures  ................................ ............. 81  

Appendix C: CIP Paths  ................................ ................................ ...................... 82  
General Syntax ................................ ................................ ................................ ......  82 
Ethernet CLX Examples ................................ ................................ ..........................  84 
CLX over DHX Examples ................................ ................................ .........................  85 
Ethernet DHX/CIP Examples ................................ ................................ ...................  86 
ControlLogix Gateway Driver Examples ................................ ................................ ... 88 
CIP Path Wizard ................................ ................................ ................................ ....  90 

Example 1: Simple Ethernet ................................ ................................ ................  90 
Example 2: Simple Data Highway Plus ................................ ................................ . 93 
Example 3: Complex Addressing ................................ ................................ ..........  97 

Appendix D: Address Wizard  ................................ ................................ ..........  106  
Example 1: Simple Addressing ................................ ................................ ..............  106 
Example 2: Accessing Bits Within a Register ................................ ..........................  110 

Appendix E: Configuring Maximum Concurrent Requests  .............................  118  

Appendix F: DH X Architecture and Companion Products  ..............................  121  
DHX Driver ................................ ................................ ................................ ..........  121 
Ethernet DHX Driver ................................ ................................ ............................  122 
Serial DHX Driver ................................ ................................ ................................ . 122 
DHX Gateway Driver ................................ ................................ ............................  123 
ControlLogix Gateway Driver ................................ ................................ ................  123 
Virtual DHX Driver ................................ ................................ ...............................  123 
DHX OPC Server ................................ ................................ ................................ .. 124 
DHX SDK ................................ ................................ ................................ .............  125 

 



ControlLogix OPC Driver Agent Help 

Cyberlogic Technologies Inc. - 5 - 

I NTRODUCTIO N 

The Cyberlogic OPC Server provides OPC Data Access, Alarms & Events and XML Data 

Access functions, and has a modular structure that supports a variety of industrial 

devices and communication networks. The various communication subsystems, which we 
call driver agents, are plug-ins that you can easily add as required. As a result, the server 

maintains a set of common features, but has the flexibility to allow additional feature s as 
required by the specific driver agent.  

The ControlLogix Driver Agent is one of these plug-in modules. It allows the Cyberlogic 

OPC Server to communicate to the Logix family of Programmable Automation Controllers, 
such as ControlLogix, CompactLogix and FlexLogix, over Ethernet, Data Highway Plus 

and serial DF1 connections. 
 

Note  
This document includes only the information that is specific to the ControlLo gix Driver 

Agent. If you need help connecting to PLC-2, PLC-3, PLC-5 and SLC-500 controllers, 
refer to the DHX OPC Driver Agent Help. For information on the common features of 

the Cyberlogic OPC Server, refer to the Cyberlogic OPC Server Help. 

 

Compatibility a nd Compliance  

The ControlLogix Driver Agent is compatible with all DHX family products. The industry-

standard DHX driver family provides the low-level communication services. 

Cyberlogic OPC products provide full compliance with the OPC Foundation specifications 

for:  

¶ Data Access 3.0, 2.05a and 1.0a 

¶ Alarms & Events 1.1 

¶ XML Data Access 1.0 

¶ Data Access Automation 2.02 

These products are tested for compliance to the OPC specifications using the latest test 

software from the OPC Foundation. All Cyberlogic OPC products are certified for 
compliance by the OPC Foundation's Independent Testing Laboratory. In addition, they 

are tested annually for interoperability with o ther OPC products at the OPC Foundationôs 

Interoperability Workshops. 

DHX_OPC_Driver_Agent_Help.pdf
Cyberlogic_OPC_Server_Help.pdf
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WHAT SHOULD I  DO NEXT? 

The links below will take you directly to the section of this manual that contains the 

information you need to configure, use and troubleshoot the ControlLogix Dri ver Agent. 

This document describes only the features specific to the ControlLogix Driver Agent. For 
information on the common features of the Cyberlogic OPC Server, refer to the 

Cyberlogic OPC Server Help. 

Learn How the OPC Server Works  

If you are not familiar with the way that the ControlLogix Driver Agent  obtains data, you 

should begin by reading the Theory of Operation. 

Read a Quick -Start Guide  

First-time users of t he ControlLogix Driver Agent will want to refer to the  Quick-Start 

Guide in the Cyberlogic OPC Server Help, which walks through a typ ical configuration 
session, step-by-step. 

Get Detailed Information on the C onfiguration Editors  

Experienced users who want specific information on features of the configuratio n editors 
will find it in the Configuration Editor Reference section. 

Verify That Itôs Working or Troubleshoot a Problem  

If you have already configured the server, you should verify that it operates as expected. 
Refer to the Validation & Troubleshooting section for assistance. In case of 

communication problems, this section also provides problem-solving hints. 

Print a Copy of This Document  

The content of this document is also provided in PDF format. PDF files can be viewed 

using the Adobeá Reader program, and can also be used to print the entire document.  

Contact Technical Supp ort  

To obtain support information, open the Windows Start  menu and go to Cyberlogic 
Suites , and then select Produc t Information . 

Cyberlogic_OPC_Server_Help.pdf
Cyberlogic_OPC_Server_Help.pdf
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THEORY OF OPERATION  

This section will familiarize you with the main features of the Cyberlogic OPC Server as 

they relate to the  ControlLogix Driver Agent. Refer to the Cyberlogic OPC Server Help for 

a full discussion of the common features of the Cyberlogic OPC Server. If you are new to 
OPC or the Cyberlogic OPC Server, we strongly recommend that you read the OPC 

Tutorial first. You will find it in the Help section of your product installation. 

 

OPC servers obtain data from field components and present it, in a standard way, to OPC 

client applications. The basic functionality of the OPC server is the same for all types of 
field components and networks, but some of the communication  and data-handling will 

vary from one family to another. The driver agent is a pl ug-in software module that 

accommodates these specific differences. 

The ControlLogix Driver Agent handles communications over Data Highway Plus, 

Ethernet and serial DF1. It also provides the means to obtain and pass data from all 
Logix family Programmable Automation Controllers. 

The remainder of this theory section will discuss t he Main Server Features you will find in 

the Cyberlogic OPC Server, as they relate to Allen-Bradley communications. 

Cyberlogic_OPC_Server_Help.pdf


ControlLogix OPC Driver Agent Help 

Cyberlogic Technologies Inc. - 8 - 

Main Server Features  

 

When you open the Cyberlogic OPC Server Configuration editor, you will find several 
main trees. These trees represent the main areas that you will configure.  Note that some 

are for premium features that may not be part of the product you have installed, so  they 
will not appear in your configuration.  The trees are: 

¶ The Address Space Tree is required for most configurations. Here you will  

create and organize the data items that will be available to the client 

application, and you will define how they are updated with new information.  

¶ The Conversions Tree is optional. In it, you can define formulas that can be 
used to convert raw data values obtained from the field equipment into a 

form that is more useful to the client . For example, you can change a 
transducerôs voltage value into a pressure value in psi. Refer to the 

Cyberlogic OPC Server Help for a full discussion of this tree. 

¶ The Simulation Signals Tree is optional. If  you want to be able to use 
simulated data item values instead of real values, you can create various 

types of simulated data functions in this tree. Simulations are often useful for 

troubleshooting client applications. Refer to the Cyberlogic OPC Server Help 
for a full discussion of this tree. 

¶ The Alarm Definitions Tree is another optional tree. It is used when you will 

interface to Alarms & Events clients. This tree allows you to define the 
desired alarm conditions and specify what information should be passed as 

they occur and clear. Refer to the Cyberlogic OPC Server Help for a fu ll 

discussion of this tree. 

¶ The Network Connections Tree is required for all configurations. This is 
where you select the networks and interface devices you will use, and 

configure each of the field components as nodes on those networks. 

¶ The Database Operations Tree is part of the logging featu re, which is a 
premium feature. If this tree is in your product, you can us e it to configure 

databases and data logging operations. Refer to the Data Logger Help for a 

full discussion of this tree.  

¶ The OPC Crosslinks Tree is part of OPC Crosslink, which is a premium 

feature. If this tree is in your product, you can use it to configure data 

transfers between PLCs, between OPC servers and between PLCs and OPC 
servers. Refer to the OPC Crosslink Help for a full discussion of this tree.  

Cyberlogic_OPC_Server_Help.pdf
Cyberlogic_OPC_Server_Help.pdf
Cyberlogic_OPC_Server_Help.pdf
Data_Logger_Help.pdf
OPC_Crosslink_Help.pdf
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The following sections describe these operational features of the server. Because the 
Network Connections Tree is normally configured first, we will start there.  

Network Connections Tree  

Refer to the Cyberlogic OPC Server Help for a full discussion of this tree. 

The ControlLogix Driver Agent uses various means for connecting to its devices or 

networks. For a DF1 connection, a serial COM port serves that purpose. I n other cases, a 
Data Highway Plus or Ethernet adapter card is used. The Cyberlogic OPC Server refers to 

all of these using the generic term ñnetwork connectionò. The ControlLogix Driver Agent 

uses the Cyberlogic DHX family of drivers for low-level communication services to all of 
its network connections. Each network connection in the Cyberlogic OPC Server 

corresponds to a CLX device in the driver configuration, and contains all of the 
parameters for these devices. 

The server refers to each physical device on the network as a ñnetwork nodeò. A typical 
network node might be a Logix controller on an Ethernet network. The server accesses 

the network nodes through their correspo nding network connection. The network node 

configuration contains the communication parameters for the physical node device. 

Network Auto matic Configuration  

The ControlLogix Driver Agent does not support the network automatic configuration 
feature. You must manually configure the ControlLogix network connections and network 

nodes. 

Addr ess Space Tree  

Refer to the Cyberlogic OPC Server Help for a full discussion of this tree. 

The address space tree allows you to organize the data items in a way that makes sense 

for your project. You can grou p and name related data items regardless of where they 
exist in the physical devices. 

Cyberlogic_OPC_Server_Help.pdf
Cyberlogic_OPC_Server_Help.pdf
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The branches of the tree are device folders, devices and folders. These establish how the 

data items are organized. The data items themselves are the ñleavesò of the tree. You 
will begin construction of the tree at the address space root folder, which may contain 

device folders and devices. 

Access Paths  

An access path is a logical connection to a network node. These connections link the data 

items in an address space device with their values in a physical device. They tell the 
server where and how to obtain these values during solicited data reads and writes. The 

ControlLogix Driver Agent requires that at least one access path is configured. 

Each device in the serverôs address space can have a list of associated access paths. If 

there are multiple access paths, the one at the top of the list is the primary access path, 

and the rest are backups. 

You can create and edit access paths on the deviceôs Access Paths Tab. 

Unsolicited Message Filters  

In addition to  the more common solicited updates, the Cyberlogic OPC Server supports 
unsolicited data updates for some driver agents. Unsolicited message filters are then 

used to guarantee that u nsolicited messages are accepted only from trusted sources. 
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However, the ControlLogix Driver Agent does not support unsolicited messaging, so 
these filters are not available. 

Data I tems  

A data item represents a register in the physical device, a range of r egisters, a bit inside 

a register or a range of bits. The ControlLogix Driver Agent supports all ControlLogix data 

types. For more information on the supported data types, ref er to Appendix A: PLC Tag 
Names and Appendix B: Predefined ControlLogix Structures. 

Conversions  Tree  

Refer to the Cyberlogic OPC Server Help for a full discussion of this tree. 

Simulation Signals  Tree  

Refer to the Cyberlogic OPC Server Help for a full discussion of this tree. 

Alarm Definitions  Tree  

Refer to the Cyberlogic OPC Server Help for a full discussion of th is tree. 

Cyberlogic_OPC_Server_Help.pdf
Cyberlogic_OPC_Server_Help.pdf
Cyberlogic_OPC_Server_Help.pdf
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QUICK -START GUIDE  

Before you can use the OPC server, you must configure it by using the OPC Server 

Configuration Editor. Every server requires configuration of the Network Connections 

tree, and most users will want to configure the Address Space tree. The remaining trees 
(Conversions, Simulation Signals and Alarm Definitions) are optional features used by 

some systems. 

Sample Configuration Files  

The default installation of all Cyberlogic OPC Server Suites includes a set of sample 

configuration files. These samples will help you to understand how to configure the OPC 
server for your project. In addition, the OPC Math & Logic sample provides you with 

numerous sample programs that you can modify and use in your system.  

To open a sample configuration file from the OPC Server Configuration Editor, open the 

File  menu and then select Open Sampleé . 

 

A browse window will open to allow you to select the configuration file you wa nt. The 
available choices will depend on which OPC products you have installed. 

The default location of the files is:  

C:\Program Files\Common Files\Cyberlogic Shared\OPC. 

Step -By-Step Example  

For a step-by-step guide through a typical configuration session, refer to the Cyberlogic 
OPC Server Help. After you have created the basic configuration using that procedu re, 

the Configuration Editor Reference will explain the details of how to edit your 
configuration. 

Cyberlogic_OPC_Server_Help.pdf
Cyberlogic_OPC_Server_Help.pdf
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CONFIGURATION  EDITOR REFERENCE 

Before you can use the OPC server, you must configure it by using the OPC Server 

Configuration Editor. Every server requires configuration of the Network Connections 

tree, and most users will want to configure the Address Space tree. The remaining trees 
(Conversions, Simulation Signals and Alarm Definitions) are optional features used by 

some systems. 

This section provides a detailed description of each of the configuration editor featu res. If 

you are a new user and want a procedure to guide you through a typical co nfiguration 

session, refer to the Quick-Start Guide in the Cyberlogic OPC Server Help. 

The Cyberlogic OPC Server Configuration Editor allows the user to create and modify the 

configuration file used by the ru ntime module. It is needed only to generate 
configuration files and is not otherwise required for the operation of the runtime module.  

 

Caution ! 
After you edit the configurati on, you must open the File  menu and select Save & 
Update Server , or click the Save &  Update Server  toolbar button , for the changes 

you have made to take eff ect. Otherwise, the server will still be running with the old 

configuration. 

 

To launch the editor from the Windows Start  menu, go to Cyberlogic Suites , then 
open the Configuration  sub-menu, and then select OPC Server . 

 

The left pane of the main workspace window includes the five main configuration trees . 
Two of these, the Network Connections and Address Space trees, are described in detail 

here, followed by a section on Saving and Undoing Configuration Changes. 

For a discussion of the Conversions, Simulation Signals and Alarm Definitions trees and 

other impor tant configuration topics including Configuration Import/Export, Editor 

Cyberlogic_OPC_Server_Help.pdf
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Options and Connecting to OPC Client Software, please refer to the Cyberlogic OPC 
Server Help. 

Network Connections  

The ControlLogix Driver Agent is a plug-in software module that permits the Cyberlogic 
OPC Server to communicate with the Logix family of Programmable Automation 

Controllers. You will set up your OPC Server to do this by configuring appropriate 
network connections and network nodes in the Network Connections Tree. 

The ControlLogix Driver Agent uses the DHX drivers for its low -level communication 

services. A network connection in the OPC server corresponds to a CLX device in the 
driver architecture. A CLX device may relate to a physical network card, such as a 

1784-PKTX, or an abstract object, such as an Ethernet CLX device, which behaves like a 
network card. A network node in the OPC server corresponds to a Logix controller that is 

connected to the OPC server over one of the networks. 

Creating and Deleting  

In t he Cyberlogic OPC Server, there are two ways to create network connections and 

network nodes: automatic and manual. However, the ControlLogix Driver Agent requires 
manual configuration. 

 

Caution!  
After you edit the configuration, you must open the File  menu and select Save & 
Update Server , or click the Save & Update Server  toolbar button , for the changes 

you have made to take effect. Otherwise, the server will still be running with t he old 

configuration. 

 

Cyberlogic_OPC_Server_Help.pdf
Cyberlogic_OPC_Server_Help.pdf
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Creating Network Connections  

 

To create a network connection, right-click on the Network Connections  root folder 

and select New , then select the desired network type from the context menu.  

The editor will create the proper driver a gent and network connection folders.  
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You can now right-click on the network connection and select New , and then Network 
Node  to manually create a network node.  

Deleting  

To delete the ControlLogix Driver Agent folder, a network connection or a network nod e, 
select it and press the Delete key , or right -click on it and select Dele te  from the 

context menu. 

Deleting the ControlLogix Driver Agent folder will also delete all ControlLogix network 

connections and network nodes. 

Deleting a ControlLogix network connection will also delete all of its network nodes.  
 

Note  
You cannot delete a network node that is used as part of an access path for a device. 
If you wish to delete a network n ode that is in use, right -click on it and select Cross -
References  to obtain a lis t of devices that use the network node. You must then edit 

those devices to remove the access path that contains the network node you want to 

delete. 

 




























































































































































































































