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| NTRODUCTION

The Cyberlogc OPC Server provides OPC Data Access, Alarms & Events and XML Data
Access functions, and has a modular structure that supports a variety of industrial
devices and communication networks. The various communication subsystems, which we
call driver agents, are plug-ins that you can easily add as required. As a result, the server
maintains a set of common features, but has the flexibility to allow additional features as
required by the specific driver agent.

The ControlLogix Driver Agent is one of these plug-in modules. It allows the Cyberlogic
OPC Server to communicate tothe Logix family of Programmable Automation Controllers,
such as ControlLogix, CompactLogix and FlexLogix, over Ethernet, Data Highway Plus
and serial DF1 connections.

This document includes only the information that is specific to the ControlLogix Driver
Agent. If you need help connecting to PLC-2, PLG3, PLG5 and SLG500 controllers,
refer to the DHX OPC Driver Agent Help For information on the common features of
the Cyberlogic OPC Server, refer to the Cyberlogic OPC Server Help

Note

Compatibility and Compliance

The ControlLogix Driver Agent is compatible with all DHX family products. The industry-
standard DHX driver family provides the low-level communication services.
Cyberlogic OPC products provide full compliance with the OPC Foundation specifications
for:
1 Data Access 3.0, 2.05a and 1.0a
1 Alarms & Events 1.1
1 XML Data Access 10
1 Data Access Automation 2.02

These products are tested for compliance to the OPC specifications using the latest test

software from the OPC Foundation. All Cyberlogic OPC products are certified for

compliance by the OPC Foundation's Independent Testing Ldoratory. In addition, they

are tested annually for interoperability with o
Interoperability Workshops.

Cyberlogic Technologies Inc. -5-
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WHAT SHouLD | Do NEXT?

The links below will take you directly to the section of this manual that contains the
information you need to configure, use and troubleshoot the ControlLogix Driver Agent.

This document describes only the features specific to the ControlLogix Driver Agent. For
information on the common features of the Cyberlogic OPC Server, refer to the
Cyberlogic OPC Server Help

Learn How the OPC Server Works

If you are not familiar with the way that the ControlLogix Driver Agent obtains data, you
should begin by reading the Theory of Operation.

Read a Quick -Start Guide

First-time users of the ControlLogix Driver Agent will want to refer to the Quick-Start
Guide in the Cyberlogic OPC Server Help which walks through a typical configuration
session, step-by-step.

Get Detailed Information on the Configuration Editors

Experienced users who want specific information on features of the configuration editors
will find it in the Configuration Editor Reference section.

Veri fy That 1 tdés Working or Troubl es

If you have already configured the server, you should verify that it operates as expected.
Refer to the Validation & Troubleshooting section for assistance. In case of
communication problems, this section also provides problem-solving hints.

Print a Copy of This Document

The content of this document is also provided in PDF format. PDF files can be viewed
using the Adobe® Reader program, and can also be used to print the entire document.

Contact Technical Support

To obtain support information, open the Windows Start Menu , then navigate to the
DHX OPC product you have installed. From there, selectProduc t Information

Cyberlogic Technologies Inc. -6 -
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THEORY OF OPERATION

This section will familiarize you with the main features of the Cyberlogic OPC Server as
they relate to the ControlLogix Driver Agent. Refer to the Cyberlogic OPC Server Heldor
a full discussion of the common features of the Cyberlogic OPC Server.If you are new to

OPC or the Cyberlogic OPC Serverwe strongly recommend that you read the OPC
Tutorial first. You will find it in the Help section of your product installation.

A\
[—t

OPC Client
Application
Field Components

OPC servers obain data from field components and present it, in a standard way, to OPC
client applications. The basic functionality of the OPC server is the same for all types of
field components and networks, but some of the communication and data -handling will
vary from one family to another. The driver agent is a plug -in software module that
accommodates these specific differences.

The ControlLogix Driver Agent handles communications over Data Highway Plus,
Ethernet and serial DF1. It also provides the means to obtain and pass data from all
Logix family Programmable Automation Controllers.

The remainder of this theory section will discuss the Main Server Featuresyou will find in
the Cyberlogic OPC Server, as they relate to Alen-Bradley communications.

Cyberlogic Technologies Inc. -7-
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Main Server Features

& CybOpcConfigurator.mdb - Cyberlogic OPC Server Configuration E_|@|E|
File Edit View Tools Help

& 0 - EEEE ED

Address Space Mame Simula
EEE| Conversions

a7 simulation Signals
(5] Alarm Definitions

@ Metwork Connections
OPC Crozslinks

Ready 0 Object(s)

When you open the Cyberlogic OPC Server Configuration editor, you will find five main
trees, representing the five main areas that you will configure. These are:

1 The Address SpaceTree is required for most configurations. Here you will
create and organize the data items that will be available to the client
application, and you will define how they are updated with new information.

1 The Conversions Tree is optional. In it, you can define formulas that can be
used to convert raw data values obtained from the field equipment into a
form that is more useful to the client. For example, you can change a
transducer 8s voltage val ue Refet o tha pressur ¢
Cyberlogic OPC Server Heldor a full discussion of this tree.

I The Simulation Signals Tree is optional. If you want to be able to use
simulated data item values instead of real values, you can create various
types of simulated data functions in this tree. Simulations are often useful for
troubleshooting client applications. Refer to the Cyberlogic OPC Server Help
for a full discussion of this tree.

I The Alarm Definitions Tree is another optional tree. It is used when you will
interface to Alarms & Events clients. This tree allows you to define the
desired alarm conditions and specify what information should be passed as
they occur and clear. Refer to the Cyberlogic OPC Server Helpfor a full
discussion of this tree.

1 The Network Connections Tree is required for all configurations. This is
where you select the networks and interface devices you will use, and
configure each of the field components as nodes on those networks.

The following sections describe these operational features of the server. Because the
Network Connections Tree is normally configured first, we will start there.

Cyberlogic Technologies Inc. -8-
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Network Connections Tree

Refer to the Cyberlogic OPC Server Heldor a full discussion of this tree.

The ControlLogix Driver Agent uses various means for connecting to its devices or

networks. For a DF1 connection, a serial COM port serves that purpose. In other cases, a
Data Highway Plus or Ethernet adapter card is used. The Cyberlogic OPC Server refers to
all of these using the generic term finetwork connectiond. The ControlLogix Driver Agent

uses the Cyberlogic DHX family of drivers for low-level communication services to all of

its network connections. Each nretwork connection in the Cyberlogic OPC Server
corresponds to a CLX device in the driver configuration, and contains all of the

parameters for these devices.

The server refers to each physical device on the network as a fnetwork noded. A typical
network node might be a Logix controller on an Ethernet network. The server accesses

the network nodes through their corresponding networ k connection. The network node
configuration contains the communication parameters for the physical node device.

Network Auto matic Configuration
The ControlLogix Driver Agent does not support the network automatic configuration

feature. You must manually configure the ControlLogix network connections and network
nodes.

Address Space Tree

Refer to the Cyberlogic OPC Server Heldor a full discussion of this tree.

The address space tree allows you to organize the data items in a way that makes sense
for your project. You can group and name related data items regardless of where they
exist in the physical devices.

Cyberlogic Technologies Inc. -9-
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#* CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration E|[E| E|
File Edit Wew Tools Help

BSEr O~ R EEEEED

- Address Space Mame | Simulate | Description
+- [l Assembly & Testing (i Assembly & Testing No
-1 ()l Machining (i Machining No
@ OP 10
W] OP 20
--@] OP 30
=-{Z3 Production
@ Good Parts
k& Production Hours
@ Reject Parts
017 status
I8} EBlocked
@ Machine Faulted
@ Machine in Auto
@ Starved
@ Conversions
57 simulation Signals
(3] Alarm Definitions
+ @ Metwork Connections
+ OPC Crosslinks ¢ 3

Ready 2 Object(s)

The branches of the tree are device folders, devices and folders. These establish how the
dataitemsar e organi zed. The data items themselves
will begin construction of the tree at the address spaceroot folder, which may contain

device folders and devices.

Access Paths

An access path is a logical connection to anetwork node. These connections link the data
items in an address space device with their values in a physical device. They tell the
server where and how to obtain these values during solicited data reads and writes. The
ControlLogix Driver Agent requires that at least one access path is configured.

Each device in the serverodés address space can
there are multiple access paths, the one at the top of the list is the primary access path,
and the rest are backups.

Unso licited Message Filters

In addition to the more common solicited updates, the Cyberlogic OPC Server supports
unsolicited data updates for some driver agents. Unsolicited message filters are then
used to guarantee that unsolicited messages are accepted only from trusted sources.
However, the ControlLogix Driver Agent does not support unsolicited messaging, so
these filters are not available.

Cyberlogic Technologies Inc. -10 -
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Data | tems

A data item represents a register in the physical device, a range of registers, a bit inside
a register or a range of bits. The ControlLogix Driver Agent supports all ControlLogix data
types. For more information on the supported data types, refer to Appendix A: PLCTag
Names and Appendix B: Predefined ControlLogix Structures.

Conversions Tree

Refer to the Cyberlogic OPC Server Heldor a full discussion of this tree.

Simulation Signals Tree

Refer to the Cyberlogic OPC Server Heldor a full discussion of this tree.

Alarm Definitions Tree

Refer to the Cyberlogic OPC Server Heldor a full discussion of this tree.

Cyberlogic Technologies Inc. -11 -
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QUICK - START GUIDE

Before you can use the OPC server, you must configure it by using the OPC Server
Configuration Editor. Every server requires configuration of the Network Connections
tree, and most users will want to configure the Address Space tree. The remaining trees
(Conversions, Simulation Signals and Alarm Definitions) are optional features used by
some systems.

For a step-by-step guide through a typical configuration session, refer to the Cyberlogic
OPC Sever Help. After you have created the basic configuration using that procedure,
the Configuration Editor Reference will explain the details of how to edit your
configuration.

Cyberlogic Technologies Inc. -12 -
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CONFIGURATION EDITOR REFERENCE

Before you can use the OPC server, you must configure it by using the OPC Server
Configuration Editor. Every server requires configuration of the Network Connections
tree, and most users will want to configure the Address Space tree. The remaining trees
(Conversions, Simulation Signals and Alarm Definitions) are optional features used by
some systems.

This section provides a detailed description of each of the configuration editor features. If
you are a new user and want a procedure to guide you through a typical ¢ onfiguration
session, refer to the Quick-Start Guide in the Cyberlogic OPC Server Help

The Cyberlogic OPC Server Configuration Editorallows the user to create and modify the
configuration file used by the runtime module. It is needed only to generate
configuration files and is not otherwise required for the operation of the runtime module.

After you edit the configuration, you must open the File menu and select Save &
Upadate Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

To launch the editor from the Windows Start menu, navigate to the Cyberlogic DHX
OPC Server Sui te or Cyberlogic DHX OPC Premier Suite , then open the
Configuration submenu and select the OPC Server menu item.

& CybOpcConfigurator.mdb - Cyberlogic OPC Server Configuration g@] g|
File Edit Wiew Tools Help

& 0 AR BEEEEENS

Addrezs Space Mame Simula
EEF] Conversions

B3] simulation Signals
(31 Alarm Definitions

@ Metwark Connections
OPC Croeslinks

Ready 0 Object(s)

The left pane of the main workspace window includes the five main configuration trees .
Two of these, the Network Connections and Address Spae trees, are described in detail
here, followed by a section on Saving and Undoing Configuration Changes

For a discussion of the Conversions, Simulation Signals and Alarm Definitions trees and
other important configuration topics including Configuration Import/Export, Editor

Cyberlogic Technologies Inc. -13 -
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Options and Connecting to OPC Client Software, please refer to the Cyberlogic OPC
Server Help.

Network Connections

Caution!

The ControlLogix Driver Agent is a plug-in software module that permits the Cyberlogic
OPC Server to communicate with the Logix family of Programmable Automation
Controllers. You will set up your OPC Server to do this by configuring appropriate
network connections and network nodes in the Network Connections Tree.

The ControlLogix Driver Agent uses the DHX drivers for its low-level communication

services. A network connection in the OPC server corresponds to a CLX device in the
driver architecture. A CLX device may relate to a physical network card, such as a

1784-PKTX, or an abstract object, such as an Ethernet CLX device, which behaves like a
network card. A network node in the OPC server corresponds to a Logix controller that is

connected to the OPC server over one of the networks.

Creating and Deleting

In the Cyberlogic OPC Server, here are two ways to create network connections and
network nodes: automatic and manual. However, the ControlLogix Driver Agent requires
manual configuration.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Upaate Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Cyberlogic Technologies Inc. -14 -
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Creating Network Connections

#* C:\Program Files\Cyberlogic\CybOpcConfigurator.mdb* - Cyberlog... |._||E|[z|
File Edit Wew Tools Help

RS | O+ R EEEEENB

+-|aial Address Space Mame 7 |
HEE| Conversions |skal DHX (Allen-Bradley)
5 simulation Signals MEY (Modicon)
(3] Alarm Definitions

i OFC .:” ControlLogix over Ethernet

ControlLogix over DHX
Allen-Bradley Ethernet
Allen-Bradley Data Highway
Allen-Bradley Data Highway Plus
Allen-Bradley DH-455
Allen-Bradley ControlMet
Allen-Bradley DF 1

] Meodbus
Data Honitor Meodbus Plus
Auto Config Modbus over TCP/TP

OPC DA Server Computer

2 Object(s)

To create a network connection, right-click on the Network Connections  root folder
and select New, then select the desired network type from the context menu.

The editor will create the proper driver agent and network connection folders.

Cyberlogic Technologies Inc. -15 -
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Note

** CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration [Z”E| [g|
File Edit Wew Tools Help

RS r @ -1 EEEE E D

&3] address Space Mame | Description CIF
FEF] Conversions
] simulation Signals F | >
(1 alarm Definitions A

- @ Metwork Connections -
--[sd ControlLogix (Allen-Bradley)

= Controll ogiEtharnat BEE  Network Connection

General ] Settings ]

Rename
Delete M ame
|E|:|ntr|:|IL|:|gi:-: Ethernet =
Dezcrnption
Data Monitor
w
Cross-References | 5
Insert Mew 'Metwork Mode', 0 Object(s)

You can now right-click on the network connection and select NMew, and then Network
Node to manually create a network node.
Deleting

To delete the ControlLogix Driver Agent folder, a network connection or a network node,
select it and press the Delete key , or right-click on it and select Delete from the

context menu.

Deleting the ControlLogix Driver Agent folder will also delete all ControlLogix network
connections and network nodes.

Deleting a ControlLogix network connection will also delete all of its network nodes.

You cannot delete a network node that is used as part of an access path for a device.
If you wish to delete a network no de that is in use, right -click on it and select Cross-
References to obtain a list of devices that use the network node. You must then edit

those devices to remove the access path that contains the network node you want to

delete.

Cyberlogic Technologies Inc. - 16 -
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Editing the ControlLogix Driver Agent

Once you have created a ControlLogix network connection, simply click on the
ControlLogix (Allen -Bradley ) folder, and the configuration screen will appear on the
right side of the editor.

The ControlLogix Driver Agent configuration has one tab, called General.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Caution !

General Tab

ControlLogix (Allen-Bradley)

General I

Dezcription

[ Dizable ‘Writes

v Directdccess
[+ Dizable ‘/rites

| Help

Description

This optional field can be used to describe the device. It can be up to 255 characters
long.

Disable Writes

If this box is checked, the server will not write data to any of the network nodes that
connect through this driver agent.

Cyberlogic Technologies Inc. -17 -
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The default state is unchecked, enabling writes.

DirectAccess

If this box is checked, the user is permitted to configure DirectAccessto the network
nodes that connect through this driver agent.

The default state is checked, allowing DirectAccess

DirectAccessDisable Writes

If this box is checked, the server will not write data via DirectAccess to any of the
network nodes that connect through this driver agent. This does not affect writes
through configured data items.

The default state is checked, disabling DirectAccess writes.

Editing Network Connections

Once you have created a ControlLogix network connection, simply select it and the
configuration screen will appear on the right side of the editor.

The ControlLogix network connection configuration has two tabs, General and Settings.

After you edit the configuration, you must open the File menu and select Save &
Upaate Server , or click the Save & Upadate Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Cyberlogic Technologies Inc. -18 -
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General Tab

Network Connection

General | Settings |

M ame

|E0ntrDILOgi:-: Device 0

Description

[ Disable “Wiites Protacal
CantralLogix owver Ethermet ﬂ

v Directdcoess
=

Apply | Cancel Help Restore Defaults

Name

The name identifies this network connection. It can be up to 50 characters long, may
contain spaces, but must not begin with a space. It also must not contain any periods.

Description

This optional field further describes the network connection. It can be up to 255
characters long.

Disable Writes

If this box is checked, the server will not write data to any o f the nodes on this network
connection.

The default state is unchecked, enabling writes.

If the Disable Writes checkbox is grayed-out, it indicates that writes have already been

Note disabled at a higher level.
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DirectAccess

If this box is checked, the user is permitted to configure DirectAccessto the nodes on
this network connection. The default state is checked, allowing DirectAccess

If the DirectAccess checkbox is grayed-out, it indicates that DirectAccess has already
been disabled at a higher level.

When DirectAccess is enabled, a _Status folder will appear under this network connection
in the client browser window. For more information on this folder and the status items it
contains, refer to the Cyberlogic OPC Server Help

DirectAccessDisable Writes

If this box is checked, the server will not write data via DirectAccess to any of the nodes
on this network connection. This does not affect writes t hrough configured data items.
The default state is checked, disabling DirectAccess writes.

If the DirectAccess Disable Writes checkbox is grayedout, it indicates that DirectAccess
writes have already been disabled at a higher level.

Protocol
Click the drop-down button and select the specific protocol used by this network.

The choices are ControlLogix over Ethernet and ControlLogix over DHX.
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Settings Tab

Network Connection

Gereral Setlings l

hMap To Contrallogix Dover dgent Device

Device 0 - ControlLogix over Ethemet ﬂ Configure...

Open Rety Interval b aximum Mebwork, Bequests

The server needs to open Thiz walue places a limit on the tatal
the nebwork, connection in number of simultaneous requests
order bo communicate with the network connection can zend bo
itz nodes. |f the connechion all nades on the netwark. Selecting
iz nat open, the server wil a loweer humber reduces the

attempt to open it at the Server's regource reguirements, but
Open Rety [nterval untl it may reduce perfarmance.

iz successiul,

1 | zEC £ -

| | Help | Restore Defaults

Map To Controllogix Driver Agent Device

Click the drop-down button to select the CLX device this network connection will use to
communicate.

The data field will tell you if the device is not configured or if it is configured for a
different protocol than you have selected for the network connection.

Configureé

Click this button to run the DHX Driver Configuration Editor, allowing you to modify the
configuration of the CLX devices and to create new ones. For more information on
configuring CLX devices, refer to Editing the ControlLogix Driver Agent Device

Open Retry Interval

The server will try to open the CLX device shown in the Map To ControlLogix Driver
Agent Device field. If it fails, it will retry repeatedly until it succeeds. This field specifies
the interval at which the server will attempt these retri es.

The valid range for the Open Retry Interval is 1-60 seconds, and the default is 1 second.
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Maximum Network Requests

This value defines the maximum number of simultaneous transactions that the server will
allow for the no des on this network connection. The number of concurrent requests may
also be limited for each network node on its Optimizations Tab.

The optimum value to use depends upon the network type. If the messages will pass
through a bridge or other devic e to a different type of network, then the slowest network
in the path to the network node should dictate the value to use.

Caution! Lower values reduce the server6s resourc

Selecting excessively high values consimes more system resources, but typically does
not improve the performance of the server, and may actually harm performance.

Refer to Appendix E: Configuring Maximum Concurrent Requestsfor more information
and examples.

Editing the ControlLogix Driver Agent Device

When you clickthe Co n f i gbuttoreoé t he Settings tab, the DHX Driver Configuration
editor opens.

# DHX Driver Configuration [:||E|E|

DHX Devices | CLX Devices | DHX Gateway Server || Virtual Cards || Diagnostics

CLX Device Device Type Device Description N

] CLX Over DHX CLX over DHX
1 Ethemet CLX Ethemet CLX Driver

=

Edit

Delete

The CLX Devices tab lists all of the ControlLogixDriver Agent devices and allows you to
add new devices. Select the desired CLX device and click Edit. The appropriate editor
dialog appears.
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Settings Tab

The two editors are similar, so we will use the CLX over DHX Configuration Editor as an
example, noting where the Ethernet CLX Editor differs.

CLX over DHX Configuration

Settings | Driver Control

Mame
|Cu:untn:|ILcugix aver DHX Device 0 |

Description
(CLX Over DHX |

OHX Device
OH¥ Device
| Device 0 - 1784-KTX v|

Max Solicited Channels

Sets the madmum number of solicited channels that the OPC server will
use on this device. Setting this to a lower number will reduce the
number of resources the

gerver needs at the possible Network Type Optimum

expense of some :

performance. CD”“'D!NEt 16-32
Data Highway Plus [ 8-15

Name

Edit the name of the device.

Description

Her e, you can dedcrigtiont he deviceos

DHX Device
This section does not appear for Ethernet CLX devices.

For CLX OverDHX devices, you must select the DHX device that the CLX device will use.

Max Solicited Chamels

This field does not appear for Ethernet CLX devices.
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This selection sets the maximum number of solicited channels the OPC Server will use for
the device. The optimum value to use depends upon the network type. Use the following
table as a guideline when selecting this value.

Network Type Optimum Range
ControlNet 16-32

Data Highway Plus 8-16

DF1 4-8

Selecting values above the recommended range consumes more system resources but

i |
Caution * typically does not improve the performance of the Server.

Driver Control Tab

CLX over DHX Configuration

Settings | Criver Control |

ControlLogix over DHX
Startup Tvpe

&) Automatic
) Manual
) Disabled

Driver Status

The Cybedogic CLX Driver is running.

QK l[ Cancel ][ Help

Automatic

When this option is selected, the CLX Driver will start when Windows boots.
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Manual

When this option is selected, the CLX Driver will not start when Windows boots, but you
can control it manually using the Start and Stop button s.

Disabled

When this option is selected, the CLX Driver will not run.

Start

In Automatic or Manual mode, click this button to start the CLX Driver.

Stop

In Automatic or Manual mode, click this button to stop the CLX Driver.

Driver Status

This tells you whether or not the CLX Driver is running, stopped, starting or stopping.

Editing Network Nodes

Once you have created a ControlLogix network node, simply select it and the
configuration screen will appear on the right side of the editor.

The ControlLogix network node configuration has four tabs, General, Settings, Health
Watchdog and Optimizations.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the ¢ hanges
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Caution !
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General Tab

E Network Node

General l Settingsl Health 'W'atchdog] Optimizations

Mame
|DP40 B ackup@50

Description

| Dizable ‘writes

v Directdcoess
E

| Add Mew Help Restore Defaults

Name

The name identifies the network node. It can be up to 50 characters long, may contain
spaces, but must not begin with a space. It also may not contain any periods.

Description

This optional field further describes the network node. It can be up to 255 characters
long.

Disable Writes

If this box is checked, the server will not write data to this node. The default state is
unchecked, enabling writes.

If the Disable Writes checkbox is grayed-out, it indicates that writes have already been

Note disabled at a higher level.

DirectAccess

If this box is checked, the user is permitted to configure DirectAccessto this node. The
default state is checked, allowing DirectAccess.
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If the DirectAccess checkbox is grayed-out, it indicates that DirectAccess has already
been disabled at a higher level.

When DirectAccess is enabled, a _Status folde will appear under this network node in
the client browser window. For more information on this folder and the status items it
contains, refer to the Cyberlogic OPC Server Help

DirectAccess Disable Wites

If this box is checked, the server will not write data via DirectAccess to this node. This
does not affect writes through configured data items. The default state is checked,
disabling DirectAccess writes.

If the DirectAccess Disable Writes chedbox is grayed-out, it indicates that DirectAccess
writes have already been disabled at a higher level.

Settings Tab

E Network Node

General Settings l Health Watchdug] Dptimizatiunsl

Processor

|Eu:untrDILugi>-: F armily j

CIP Path

|1 00728610 Mew CIP Path...
Timeout R etresz

a | seC 3 -

Apply | Cancel Add Mew Help Fieztore Defaults
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Processor

This field identifies the physical device type of this network node. You may select a
specific PLC modelor a PLC family. Chase a family if you are unsure of the exact model
in use. The server uses this information to optimize network communications.

CIP Path

This is the nodeds network address. The interpr
the type of network. For more information about CIP paths, refer to Appendix C: CIP

Paths. The CIP Path Wizard will help you to create the correct CIP path for your

installation.

New CIP Path

Click this path to launch the CIP Path Wizard It will guide you through the configuration
of a new CIP path.

Timeout

This is the amount of time that the server will wait to receive a reply to a command
message. If the server does not receive a reply within that int erval, it cancels the
transaction and marks it as timed out. This interval is specified in seconds.

Retries

This is the number of times the server will reattempt each transaction that fails. The
Health Watchdog uses this value to determine when to mark the node as unhealthy.
Refer to the Health Watchdog Tab section for more information on this feature.

Health Watchdog Tab

Each network node monitors the health of the connection to its physical device. If there

is no communication for a long time, the server sends a diagnostic request to the
physical device to see if it can still communicate. If it cannot, the server will re -check the
connection until communication is reestablished. Once a failed network connection is
reestablished, the server continues to exercise the connection until it is satisfied that the

connection is reliable. After this, the node is marked as healthy again.

The Health Watchdog tab allows you to configure the time intervals associated with
these tests.
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E Network Node

General] Settings HealthWwatchdog l O ptimizations

A network node can monitor the health of the network, connection On Line Inkerval

to its phyzical device. If there iz no network activity for a specified m o
amount of time [On Line [nterval], the Server zendz a diaghostics

request to the device to ensure that it can still communicate ta it

I the device becomes inaccessible, the Server monitors it at the Off Line Interval

zpecified polling interval [Off Line Interval], to zee if the device 1 - | zec

becomes accezzible again.

Once a failed network. connection iz reestablished, the Server Mode Healthy Delay
continues to exercize the connection for a specified time [Hode lm o
Healthy Delay] to confim that the connection is reliable. After these

tests complete successfully, the node iz marked az healthy again.

Apply | Cancel Add New Help Fieztore Defaults

On Line Interval

You may selecta value in the range of 1-60 seconds or None.

If there is no traffic to a healthy node for the specified length of time, the server will
send a status request to the node to verify that it is still online. Selecting None disables
the on-line health monitoring.

If you are using a slow network and you are not using redundant access paths, you

might want to disable health monitoring to reduce some of the network traffic. In that
case, the OPC server will always report the status of the node as healthy.

Off Line Interval
You may selecta value in the range of 1-60 seconds

Once communication to a node has failed, the server will send status requests to the
node at this interval to determine whether it can communicate.

Node Healthy Delay

You may selecta value in the range of 1-60 seconds
Once the server reestablishes communication to an unhealthy node, it waits for the

communication to stay active for this length of time before considering the node to be
healthy. The server then returns the node to service.
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Opti mizations Tab

E Network Node

General] Settings] Health \watchdog  Optimizations

bd aximum Mode Requests

Thig value limits the number of
gimultaneous ranzactions between
the zerver and this node. Lower
walues uze fewer rezources, but may
reduce performance. Higher values
may improve performance, buk wil uze
mare resources and may overload

the processor, causing loss of
commurication. Walues in the range of
4-6 typically will yield peak
performance. An unlimited setting
indicates that the node will uze the
network, connection's M aximun
Hetwork, Requests value.

C—

Apply | Cancel | | Help | Restore Defaults

Maximum Node Requests

This value defines the maximum number of simultaneous transactions that the server will
allow for this node. The number of concurrent requests is also limited for the network
connection on its Settings Tab.

Lower values reduce the resource requirements but may reduce performance. Higher
values use more resources, but typically improve performance. However, an excessively
high setting may reduce performance or overload the processor, possibly causing loss of
communication. Setting this selection to Unlimited causes the node to use the network
connectiondb s Maxi mum Net vaobee Kk Request s

Setting this value to a lower number may prevent overloading the PLC with messages
and allow better operation of other applications, such as PLC programming software,
that access the same PLC.

Note

Refer to Appendix E: Configuring Maximum Concurrent Requestsfor more information
and examples.

Address Spac e

The Address SpaceTree describes the hierarchical address structure of the Cyberlogic
OPC Server. The branches of the tree are Device Folders, Devices and Folders. Its
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il e av eRata Iteans. &he intent of this structure is to permit the user to organize the
data items into logical groups.

Device Fold ers
A device folder groups devices and other device folders. You can place a device folder

directly under the Address Spaceroot folder or under another device folder, up to four
levels deep.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Caution !

Creating a New Device Folder

#* C:\Program Files\Cyberlogic\CybOpcConfigurator.mdb* - Cyberlog... [Z”E|rz|
File Edit View

Help

aisl. VI A l=t=l= L

Tools

SR | Address Space hl=ma |5imu|ate Description
& Conversiol I D““"" F“'d"' Bl:5ting No
3] simulation Device Ma
(3] Alarm Defi

+-{ g8 Network C
+ QPC Cross

Data Monitor

Insert Mew 'Device Folder', 2 Ohject(s)

Right-click on the Address Spaceroot folder or an existing device folder. Select New and
then Device Folder from the context menu.

Duplicating a Device Folder
To speed up the creation of similarly-configured device folders, you can create multiple

device folders in a single operation by duplicating an existing one. To do this, right -click
on an existing device folder and select Du p / i ¢ &dmehé context menu.
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Duplicate Device Folder

X

Device Falder Mame

Baze Text Humernc Places
|DeviceFDIder |3 ::l
Firgt Murmber MHumber Increment

i i =

Mumber Of Duplicates
1 :l [+ [ncluding Subtree

] | Cancel

The above dialog box opens. You must specify how the duplicates are to be named by
entering values for the Base Text, First Number , Numeric Places and Number
Increment fields. To generate names for the duplicated device folders, the editor
begins with the base text and appends a number to it. The first duplicate uses the
selected First Number value with the specified number of digits. This number is then
incremented by the specified number for each of the remaining duplicates.

As an example, if Numeric Places is 3 and First Number is 2, the number 002 will be
appended to the base text.

Use the Number Of Duplicate s field to specify the number of device folders you wish
to create. If you want to duplicate all branches within the original device folder, check
the /ncluding Subtree  checkbox.

Deleting a Device Folder

To delete an existing device folder, select it and press the Delete key, or right -click on
the device folder and select Delefe from the context menu.
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General Tab

@ Device Folder

General l

M ame

|h-1 ain Azzembly Operations

Description

[ Simulate [ Dizable whites

Apply | Cancel Add Hew Help

Name

The Name identifies this device folder. It can be up to 50 characters long, may contain

spaces, but must not begin with a space. It also may not contain any periods.

Description

This optional field further describes the device folder. It can be up to 255 characters

long.

Simulate

Checking this box enables data simulation for all data items found at this level or below.
This provides a quick way to switch between real and simulated data for a large number
of data items. Refer to the Cyberlogic OPC Server Helpfor a full discussion about

simulating data.

If the Simulate checkbox is grayed-out, it indicates that simulation has already been

selected at a higher level.
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Disable Writes

Checking this box disables write requests for all data items found at this level or below.
By default, this box is not checked and writes are enabled.

If the Disable Writes checkbox is grayed-out, it indicates that writes have already been
disabled a higher level.

Devices

A device in the address space represents a source of data to which the server

communicates. This data source may be a PLC, a groupof PLCs or other physical data
sources. You can place devices directly in the Address Space root folder or in a device
folder. In addition to its device -specific functionality, a device operates as a folder. It can

contain folders and data items.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Creating a New Device

Right-click on the Address Spaceroot folder or an existing device folder. Select New and
then Device from the context menu.

Duplicating a Device
To speed up the creation of similarly-configured devices, you can create multiple devices

in a single operation by duplicating an existing one. To do this, right -click on an existing
device and selectDu p / / ¢ &Bamahé context menu.
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X

Duplicate Device

Device Mame

Baze Text Humernc Places
\0P40 Control 2 =
Firgt Murmber MHumber Increment

2 i =

Mumber Of Duplicates
4 :l [+ [ncluding Subtree

] | Cancel

The above dialog box opens. You must specify how the duplicates are to be named by
entering values for the Base Text, First Number , Numeric Places and Number
Increment fields. To generate names for the duplicated devices, the editor begins with
the base text and appends a number to it. The first duplicate uses the selected First
Number value with the specified number of digits. This humber is then incremented by
the specified number for each of the remaining duplicates.

As an example, if Numeric Places is 3 and First Number is 2, the number 002 will be
appended to the base text.

Use the Number Of Dupli cates field to specify the number of devices you wish to

create. If you want to duplicate all branches within the original device, check the
Including Subtree  checkbox.

Deleting a Device

To delete an existing device, select it and press the Delete key, or right-click on the
device and select Delefe from the context menu.
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General Tab

E ControlLogix Device

General l Access Paths ]

M ame

|OP40 PLC

Description

[ Simulate [ Dizable whites

Directimport...

v Directdcoess

[v Dizable trites

Apply | Cancel Help

Name

The name identifies the device. It can be up to 50 characters long, may contain spaces,
but must not begin with a space. It also may not contain any periods.

Description

This optional field further describes the device. It can be up to 255 characters long.

Simulate

Checking this box enables data simulation for all data items found at this level or below.
This provides a quick way to switch between real and simulated data for a large number
of data items. Refer to the Cyberlogic OPC Server Helpfor a full discussion about
simulating data.

If the Simulate checkbox is grayed-out, it indicates that simulation has alre ady been

Note selected at a higher level.
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Disable Writes

Checking this box disables write requests for all data items found at this level or below.
By default, this box is not checked and writes are enabled.

If the Disable Writes checkbox is grayed-out, it indicates that writes have already been

disabled a higher level.

Directimport

Click this button to import data items from
Paths Tab.

Directimport
FhFinish ? Help

one of the controllers listed on the Access

10.100.254.201,1 6

=

0

| ANALOGIO
] ANALOGMAXSCALE
] ANALOGMINSCALE
] ARD147_MdsConsumed
1 ARD147_AuisServo
- lw| | ARD147_fwisServoDrive
----- v AbsoluteReference Status
----- v AccelerationCommand
----- W AccelerationFeedback
----- W AccelLimit Status
..... W AccelStatus
----- v Actual Acceleration
----- W ActualPosition
----- v ActualVelocty
----- v Attribute ErmorCode
----- W Attribute EmorlD
. - r

[EE

| %

Mame
JANALOGID
ANALOGMAXSCALE
1ANALOGMINSCALE
1ARD147_AxisConsumed
|AR0147_AdsServo

v |ARD147_AxisServoDrive
|AR0147_fdsVirtual
|AR0147_Message
|AR0147_SerialPortCortrol
|ARD147_SFCAction
|ARD147_SFCStep
|ARD147_SFCStop
|AR0147_Timer
|COOLINGTOWERPE
|COOLINGTOWERFBREF
JCTSTATUS

|3

[5.1

|

|

After you choose the controller you wish to import from, the Directimport window will
show you all of the data items in the controller, with arrays and structures arranged in
folders. You can browse through it, using the check boxes to select the items you wish to

import.

After you have made all of your selections, click Finish .
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#* DHX Sample Configuration.mdb* - Cyberlogic OPC Server Configur... E'@'E'
File Edit Wew Tools Help

BSc 0 -0 EREE =0

1
.
i

Address Space # | | Mame Simulate | Simple ...
ajl OP10 [ AR0147_AxisServoDrive Mo
il oP20
- @] OP40 Controller
—-[C0 ARD147_AxisServolrive
@ AbsoluteReferenceStatus r >
@ AccelerationCommand
AccelerationFeedback
AccellimitStatus
AccelStatus E ControlLogix Device
ActualAcceleration
ActualPosition General l.ﬁ.ccess F"aths]
Artualvelocity
AttributeErrorCode
AttributeErrorID
AuxFeedbackFault
AuxFeedbackMoiseFault
AuxPositionFeedback
AverageVelocity
AxisEvent
AxisFault b’ .’

+- [+

Marme
\0P40 Contraller

Dezcrption

BB B P B B B B P B B B B B

Ready 1 Object(s)

The items you selected will be imported into the Address Space tree, ready for use.

Directlmport will try to arrange the folders and data items using the same structure as
they have in the controller from which you are importing.

However, the Cyberlogic OPC Server allows no more than four levels of folders within a
device. If the Directimport would result in more than four levels of folders, then the
imported structure will be flattened to fit it into  the available number of levels.

DirectAccess

If this box is checked, the user is permitted to configure DirectAccessto the nodes
associated with this device. The default state is checked, allowing DirectAccess.

When DirectAccess is enabled, a _Status folder will appear under this device in the client
browser window. For more information on this folder and the status items it contains,
refer to the Cyberlogic OPC Server Help
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DirectAccess Disable Writes

If this box is checked, the server will not write data via DirectAccess to any of the nodes
associated with this device. This does not affect writes through configured data items.
The default state is checked, disabling DirectAccess writes.

Access Paths Tab

Each device has an associated list of access paths. Depending upon your network
configuration, the access paths may include multiple paths to the same PLC, paths to
different PLCs, or some combination of the two. The access path at the top of the list is

the primary access path; the rest are backups. If the current access path fails or is
disabled, the server switches to the highest access path that is available and enabled.

If you wish to use Directlmpor t, you must first configure one or more access paths for
the device.

E ControlLogix Device

Gereral Acces: Paths }

Metwork. Connection Metwark Mode
CL# Ethernet OP40 Primaryiziz
CLx Ethernet OP40 B ackupi=a0

2

Information

New... | Edit... | Delate |

Apply | Cancel | | Help ‘

Enable Checkbox

To the left of each access path is a checkbox that, when checked, enables the access
path. The server uses only enabled access paths.
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Network Connection

The Network Connection column displays the network connection associated with each of
the access paths.

Network Node

The Network Node column displays the network node associated with each of the access
paths.

Up and Down Arrows

The server assigns priority to the access paths from top to bottom, with the access path
at the top having the highest priority. Use the up and down arrows on the right side of
the list box to adjust the priorities as needed.

Information

If dynamic enable is configured for the highlighted access p ath, the enable data item will
be shown here. In addition, if a description was entered for the access path, it will be
displayed here.

This information is edited on the Access Path dialog box, described below.

New...

Click the N e w ébutton (or right -click inside the list window and select NV e w éfrom the
context menu) to create a new access path. The Access Path dialog box opens.
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Access Path E|

The tree belove shows only the network. nodes that match the proceszsor type pou selected.

=+ CL Ethernet
QP40 Backup@&0
QP40 Primary@?
QFan

[ Dynamic Enable
[tem |D

| =

Samplinig Interval

mz

Drezcription

| ] 4 | Cancel Help

Select the network node for this access path.

If you check the Dynamic Enable box, you can specify an Item ID that will be used t o
control the enable status of the access path. Enter a data item or DirectAccess item ID in
the box, or click the browse button to the right of it to browse for the desired item. You
can use a Math and Logic item, if you wish. The Sampling Interval allows you to specify
how often the enable item should be checked.

If the value of the enable item is false (Boolean false or a register value of 0), then the
access path will be disabled. If the value is true (Boolean true or a nonzero register
value), then the access path will be enabled.

You can also enter an optional description text of up to 255 characters.

Click OK when you are done.
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Edit...
To modify an existing access path, select it and click the £ d / ttton (or right -click on

the access path and select Ediit... from the context menu). The Access Path dialog box
opens.

Modify the current selections and click OK when you are done.

Delete

To delete an existing access path, select it and click the Delete button (or right -click and
select Delete from the context menu).
Folders

A folder logically groups data items and other folders. You can place folders directly
under devices or under other folders, up to four levels deep.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Caution !
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