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| NTRODUCTION

The Ethernet DHX Driver emulates Dat a Hi ghway @vkrur€P/IR. D Hiows)
virtually all DH+ compatible software products to gain access to TCP/IRbased
communications with no code modifications. This includes both 32-bit Windows and
16-bit legacy DOS/Windows applications.

This driver is part of Cyberlogicbés DHX Driver
Premier Suite, providing Ethernet connectivity for these products.

Remote Connectivity

The Ethernet DHX Driver includes the DHX Gateway Server. When enabled, the DHX
Gateway Server allows other computers on your TCP/IP network to access the DHX
devices on your system. The remote system, which can be any Windows node running
the DHX Gateway Driver, will then have full DHX Driver functionality just as though the
DHX device in the server system were installed in the remote system.

Running 16 -Bit Software

The Virtual DHX Driver, which is included with all DHX products, allows 16-bit
applications to run concurrently with all 32 -bit applications on the same computer. It is
compatible with all 16-bit DOS/Windows that communicate through the 1784-KT or
1784-KTX adapter cards, such as 6200 programming software. For more information,
refer to the Virtual DHX Driver section.

Compatibility

The Ethernet DHX Driver is implemented as part of the Cyberlogic DHX architecture,
which is the foundation used in other DHX family drivers such as the Serial DHX Driver,
the DHX Driver and the DHX Gateway Driver. Consequently, these drivers consistently
support identical programming interfaces: DHXAPI and 6001-F1E Supporting these
existing standards protects the software and R&D investments of end-users and OEMs.

Software developers can use the DHX Software DevelopmentKit (DHX SDK) to obtain
connectivity to DH, DH+, DH-485, ControlNet and Ethernet TCP/IP networks for their

applications. Applications developed with the DHX SDK can be used with all DHX family
drivers and can execute under all current Windows operating systems.

Blending DHX Supported Networks

The DHX driver family provides support for all Allen-Bradley networks through a common
architecture, with identical programming interfaces. This means that an application that
operates with one of the DHX family drivers, such as the Ethernet DHX Driver, will work
with the rest of them as well. Thus, virtually all Allen -Bradley compatible software
programs can operate over all networks supported by A-B with no code modifications.

Cyberlogic Technologies Inc. -5-
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You will find a complete description of the DHX family in the Appendix B: DHX
Architecture and Companion Products

Migration of existing installations to new hardware products does not require the user to

discard working, proven software solutions. As depicted in the diagram below, a user can
mix Data Highway, Data Highway Plus, DH-485, ControlNet and Ethernet based hardware
products in existing installations without losing software, network or integration

investment.

The DHX family of products includes:

il

DHX Driveri s Cy b e revice griver fos Datd Highway, Data Highway
Plus, DH485 and ControlNet adapter cards from Allen-Bradley and SST.

Ethernet DHX Driver provides Data Highway Plus emulation over TCP/IP.

Serial DHX Driveris a full-duplex DF1 protocol driver for Data Highway, Data
Highway Plus, DH485 and ControlNet networks over serial COM port
connections.

DHX Gateway Driverworks with the other DHX drivers, giving access to Data
Highway, Data Highway Plus, DH485, ControlNet and Ethernet networks
from remote locations.

ControlLogix Gateway Driver provides remote access to AllenBr ad | ey 6 s
Highway Plus network by letting you access 1756-DHRIO gateway modules
in a ControlLogix chassis from a remote location.

Virtual DHX Driver works with the other DH X drivers to permit 16-bit legacy
software to run in current Windows operating systems.

DHX OPC Serverconnects OPGcompliant client software applications to data
sources over all Allen-Bradley networks.

DHX SDKis a software development kit for DHXAPI and 6001-F1E compliant
development.

Cyberlogic Technologies Inc. -6 -
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WHAT SHouLD | Do NEXT?

The links below will take you directly to the section of this manual that contains the
information you need to configure, use and troubleshoot the Ethernet DHX Driver.

Learn How the Driver Works

If you are not familiar with the way that the Ethernet DHX Driver handles
communication, you should begin by reading Communication Using the Ethernet DHX
Driver.

Read a Quick -Start Guide

First-time users of the Ethernet DHX Driver will want to read the Quick-Start Guide,
which walks through a typical configuration session, step-by-step.

Get Detai led Information on the Configuration Editors

Experienced users who want specific information on features of the configuration editors
will find it in the Configuration Editor Reference section.

Veri fy Th aking briTroublesiidotra Problem

If you have already configured the driver, you should verify that it operates as expected.
Refer to the Validation & Troubleshooting section for assistance. In case of
communication problems, this section also provides problem-solving hints.

Get Information on Related Products

The DHX family consists of several weltintegrated products, which provide connectivity
for Allen-Bradley networks in distributed environments. For more informat ion about these
products, refer to the Appendix B: DHX Architecture and Companion Productssection.

Print a Copy of This Document

The content of this document is also provided in PDF format. PDF files can be viewed
using the Adobe® Reader program, and can also be used to print the entire document.

Contact Technical Support

To obtain support information, open the Windows Start Menu , then navigate to the
DHX product you have installed. From there, select Produc t Infor mation .

Cyberlogic Technologies Inc. -8-
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COMMUNICATION USING THE ETHERNET DHX DRIVER

Rockwell Automation (Allen-Bradley) provides a number of network solutions that allow
communication to a variety of its own, as well as third party, hardware products. The
main communication networks are:

1 Data Highway (DH)
Data Highway Plus (DH+)
DH-485

Al
1
1 ControlNet
1

Ethernet

Ethernet is the most recent network supported by Rockwell Automation products. The
Ethernet DHX Driver allows existing Data Highway Plus software applications, without
modification, to communicate to the traditional Allen-Bradley Programmable Logic
Controllers (PLCs) over Ethernet. It also allows access to the new Programmable
Automation Controllers, such as ControlLogix, CompactLogix andFlexLogix when used in
conjunction with the Cyberlogic DHX OPC server

This section describes how the Ethernet DHX Driver handles key communication issues
and how you can configure it to take advantage of its capabilities.

What Device Type Should | Use?

There are several ways to set up communication using the Ethernet DHX Driver, and the
one you will use depends on the hardware and the networks you are using. This is
required because Rockwell Automation products use different data structures and two
different Ethernet protocols.

Determining which type of device to use is not always easy, so the DHX Configuration
Editor includes a wizard that can help you. If you are connected to the network when

you do the configuration, the wizard can determine the correct device type for you to

configure.

To determine the type of device without using the wizard, you must consider the
addressing style and protocol used by the controller or module you will communicate
with.

Conventional Addressing Style

If your controller uses the conventional style of addressing, such as N7:3 and 10:15/2,

you must use either an Ethernet DHX or an Ethernet DHX/CIP device. Which of these two
types you must use will depend on the specific protocol used by the Rockwell product
you are communicating with.

Cyberlogic Technologies Inc. -9-
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Ethernet/IP (EPIC) Protocol/

Newer controllers and modules use the EtherNet/IP (EPIC) protocol, which is
implemented in the Ethernet DHX/CIP type of device. You must use this device type
with:

1 MicroLogix 1100 controllers
1 1761-NET-ENI module

1 Routers created by using two Ethernet modules in a ControlLogix chassis

You should also use Ethernet DHX/CIP devices with the more recent versions of
M SLC controllers
M PLGCS5 controllers

CSP Protocol
Older controllers and modules use the legacy CSP protocol, which is implementedin the
Ethernet DHX type of device. These include:

91 All MicroLogix controllers except the 1100
1 5820-El Pyramid Integrator Ethernet module

You must also use an Ethernet DHX device with older versions of:
M SLCcontrollers
M PLGCS5 controllers

The Ethernet DHX and Ethernet DHX/CIP Devicessection describes the operation of
these types of devices.

APl ai n Engl | sO@rented Addréssifige ¢ t

| f your tags use t he mo r eoriefitga | rmmes, slEm gd i s ho
Sta3PartPresentand PartCount.ACGC then you must use an Ethernet CLX device. This is
the style used with the newer Programmable Automation Controllers.

Ethernet CLX and CLX over DHX devices are used only with the Cyberlogic DHX OP(
Server and are available only if you have installed the DHX OPC Server Suite or the
DHX OPC Premier Suite. Otherwise, the Ethernet CLX and CLX over DHX device type
will not be available, and this tab will not appear in the editor. For more information on
CLX devices, refer to the DHX Driver help.

Note

The Ethernet CLX Devicessection describes the operation of this type of devices.

Cyberlogic Technologies Inc. -10 -
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Ethernet DHX and Ethernet DHX/CIP Devices

Ethernet DHX and Ethernet DHX/CIP devices use the conventional style of addressing,
such as N7:3 and 10:15/2, but differ in the protocol they use and in their support for
unsolicited communication.

Ethernet DHX devices use the older CSP protocol, and support both solicited and
unsolicited communication. Ethernet DHX/CIP devices use the newer EtherNet/IP (EPLC)
protocol and support only solicited communication.

Solicited Communications

Solicited requests are 1/0O requests that are initiated by an application program. These
transactions are carried over abstract communication ports called solicited channels.

Eadh solicited channel is capable of carrying out one solicited transaction at a time. Once
a command message is sent through a channel, no more command messages are
allowed through this channel until a reply message is received, a timeout occurs, or the
transaction is canceled.

A single solicited channel can be used to communicate to multiple network nodes.

Therefore, simple applications can perform all of their solicited communications through

a single channel. However, applications can typically achieve much greater performance
by using multiple solicited channels, because the transactions carried over these channels
are executed simultaneously.

Although the Ethernet DHX Driver emulates Data Highway Plus over TCP/IP, there are a
number of important differen ces in the way that Data Highway Plus handles
communication as compared to Ethernet. The Ethernet DHX Driver provides a means to
accommodate these differences which affect node addressing, the maximum number of
nodes permitted on a network and the selection of the physical network card to use
when two or more are available.

Node Addressing

Data Highway Plus uses a one-byte station address for local network communications,
and a three-byte address for remote (off -link) communications. On the other hand,
solicited messages used by Ethernet communications require either an IP address or a
CIP path to specify the destination node.

To accommodate the DH+ architecture, Ethernet DHX supports only local addressing and
uses a mapping table to relate the one-byte station address in the PCCC command
message to either a an IP address or a CIP path.

The editor allows users to configure a mapping table for each device. Each station
address byte that may be found in a PCCC messages mapped to the appropriate path or
address on the Ethernet network. For Ethernet DHX devices, mapping table entries
contain either an IP address, which the server uses as is, or a host name, which the
server converts to an IP address. For Ethernet DHX/CIP devices, mapping table entries
contain a CIP path to the destination node.

Cyberlogic Technologies Inc. -11 -
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Example: Ethernet DHX

Ethernet DHX Configuration

Device Configuration | eDHX Driver Control
Station IP Address/Host Mame ~
0
1
2 —
3 Conveyorb
4
5
6
7 152.168.43.101
10
11
12
13
14
15 Al
This Station
7 w Unsolicited Message Support Delete
N

You want to communicate to an older PLC-5 at IP address 192.168.43.101, and an older
SLC that uses the host name Conveyorb.

You would create an Ethernet DHX device and set up its mapping table as shown above.
In this example, the host name of the SLC is mapped into station address 3 and the IP
address of the PLG5 is mapped into station address 7. You would then set up your

application to communicate over DH+, and address the SLC as station 3 and the PLC as
station 7.

Cyberlogic Technologies Inc. -12 -
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Example.: Simple Ethernet DHX/CIP

Ethernet DHX/CIP Configuration

Device Properties | Driver Control

Station CIP Path

[

10.26.4.133

]
[%

Ok l [ Cancel App

You want to communicate to a MicroLogix controller at IP address 10.26.44.133.

You would create an Ethernet DHX/CIP device and set up its mapping table as shown
above. Here, we have mapped the CIP path into station address 2. The CIP path in this
example is simply the controllerés I P address.

You must now set up your application to communicate over DH+, and it can then
address the controller as station 2.

Cyberlogic Technologies Inc. -13 -
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Example. Ethernet DHX/CIP with More Complex Rouing

Ethernet DHX/CIP Configuration

Device Properties | Driver Contral

Station CIP Path ~

10

11

12

13

14

15 132, 168,48.91,1,5,2, 10, 26,44, 133
15

17

20

21

22

23

24

25

26

27 b/

QK l [ Cancel

You want to communicate to the same MicroLogix processor as in the previous example,
but you are on a different Ethernet network. To do this, you wish to create a router using
ControlLogix chassis that has two Ethernet modules. In this chassis, one of the Ethernet
modules is in slot 4 and has an IP address of 192.168.48.91 on your local Ethernet. The
other is in slot 5 and is connected to the same Ethernet network as the target controller.

You would create an Ethernet DHX/CIP device and set up its mapping table as shown
above. Here, we have mapped the CIP path into station address 15.

The CIP path in this example starts with the IP address of the Ethernet module in slot 4

of the chassis serving as the router. Note that, for configuration purposes, the fact that it
is in slot 4 is not relevant. Next is a 1, which sends the message to the backplane of the
router chassis. The 5 sends it to slot 5, the other Ethernet module. The 2 specifies the
modul eds port number that i s cetworln Eatldwimgithat
is the IP address of the target controller, as in the previous example.

You must now set up your application to communicate over DH+, and it can then
address the controller as station 15.

Maximum Node Count
A local DH+ network may have node addresses in the range of 0-77 octal, limiting it to a

maximum of 64 nodes. An Ethernet network does not have this limitation , because it
uses a global IP address.

Cyberlogic Technologies Inc. 14 -
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The mapping table for each logical Ethernet DHX or Ethernet DHX/CIP device contains64
entries, corresponding to the 64 nodes on a local DH+ network. To communicate with
more than 64 nodes, the user can simply create additional devices. Each of these will
then be able to communicate with an additional 64 nodes.

Example: Communicating with 100 Nodes

Your plant has 100 controllers on your Ethernet network, and you want to communicate
with them using the Ethernet DHX Driver. You cannot configure all 100 nodes on a single
Ethernet DHX device, because only 64node addresses are available.

Youmust create two Ethernet DHX devices, |l etds
configure 50 of the nodes on device 0 and the other 50 on device 1. (Actually, you can

divide these between the devices any way you want, provided that neither device has

more than 64 nodes. Doing it this way, however, is desirable because it leaves spare

station addresses on both devices.) You can then configure your applications to talk to

the first 50 nodes using device 0 and the other 50 using device 1.

Physical Network C  ard Selection

Under Data Highway Plus, applications select the interface adapter card to use before
they attempt to communicate to the destination device. With Ethernet, applications have
no control over which network card is used for c ommunication, because Winsock (an API
used for TCP/IP communication) automatically selects the network card based on the IP
address.

The logical DHX devices created by the Ethernet DHX Driver configuration editor emulate
physical DH+ interface adapter cards. The application can then select the DHX device it
wants to use and specifies the DH+ node address, just as it normally would. After the
node address is mapped into an Ethernet address, Winsock assigns it to a physical
network card based strictly on the IP address.

Cyberlogic Technologies Inc. -15 -
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Example.: Two Ethernet Cards in the System

Ethernet DHX/CIP Configuration E

Device Properties | Driver Contral

Station CIP Path ~

10.135.77.54

wf T L R e D

11 132, 168,44, 70
12
13
14
15
16
17 b/

Ok l [ Cancel ] [ Apply ] [ Help

Your system has two Ethernet cards on separate networks. Each network has on it
controllers you wish to communicate with using Ethernet DHX/CIP.

Even though you have two physical Ethernet adapters, it is not necessary to configure
two Ethernet DHX/CIP devices. You can create a single device, and configure CIP path
mappings to both networks. In the figure shown above, the IP addresses used for the
station 4 and 11 mappings are on different networks that use different IP ad dress
ranges. Your application would communicate to these controllers using the same
Ethernet DHX/CIP logical device, addressing messages to station 4 or 11. The driver will
determine the proper physical device to use, based on the mapped IP address in the CIP
path.

In this example, we have one logical device associated with multiple physical devices.
In the previous example, we had multiple logical devices associated with a single
physical device. Together, these examples illustrate the important fact that there is not

a direct, one-to-one connection between the physical network adapters in your system
and the logical Ethernet DHX and Ethernet DHX/CIP devices in your driver
configuration.

Note

Cyberlogic Technologies Inc. - 16 -
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Unsolicited communications

Unsolicited requests are I/O requests initiated by external devices, such as PLCs. The
Ethernet DHX Driver can handle an unlimited number of simultaneous unsolicited
subscriptions for every configured Ethernet DHX device These subscriptions are carried
over abstract communication ports called unsolicited channels.

Unsolicited messaging is currently supported by Ethernet DHX devices only. It is not
currently available for Ethernet DHX/CIP or Ethernet CLX devices.

Message Buffering

Each unsolicited channel has an associated firstin-first-out (FIFO) buffer. If an
unsolicited message arrives while the application is busy processing another message,
the new message will be placed in this buffer for later processing.

Message Filtering

The listening application provides each of its unsolicited channels with a message filter.
The channel is then capable of receiving unsolicited command messages that meet the
filter criteria. These criteria are based on various characteristics of the command
message, such as the source station address, command code, message type and
message data signature.

Physical Network Card Selection

Under Data Highway Plus, applications select the interface adapter card through which
they expect to receive unsolicited messages. With Ethernet, the Winsock API
automatically selects the network card based on the IP address, and all unsolicited
messages are received through a single port (2222).

The logical DHX devices created by the Ethernet DHX Driver configuration editor emulate
physical DH+ interface adapter cards. The application can then select the DHX deviceit
wants to use for unsolicited messages, just as it normally would. Winsock is then free to
select the physical network card based on the IP address, as it normally would.

Active Node Table

The DHX architecture is modeled on the DH+ architecture, and so the Ethernet DHX
Driver allows applications to read the active node table. This table identifies all active
nodes on the local network.

However, Ethernet protocols do not maintain active node table information. Therefore,
each Ethernet DHX and Ethernet DHX/CIP device shows all configured nodes as active,
even if they are not physically present. In addition, nodes that are physically present, but
have not been configured will not be included in the active node table. Refer to the
Ethernet DHX Configuration Editor for more information on how to configure each node.

Cyberlogic Technologies Inc. -17 -
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The nodes in the active node table may not be the same as those shown by the WHO
ACTIVE function in the DHX Demo program. Although the WHO ACTIVE function pols
the nodes in the active node table, only the ones that are physically present will be
shown.

Note

The same is true of the Active Nodes Poll function in the DHX Demo.

Ethernet CLX Devices

The Ethernet CLX devtes support communication to the new Programmable Automation
Controllers, such as ControlLogix, CompactLogix andFlexLogix. These devices are used
only with the Cyberlogic DHX OPC Server and are available only if you have installed the
DHX OPC Server Suiteor the DHX OPC Premier Suite.

Solicited Communication

Once created, Ethernet CLX devices require no addition configuration to operate in
solicited mode.

For more information on how to configure solicited communication through the
Cyberlogic DHX OPC Serverrefer to the DHX OPC ServeHelp.

Unsolicited Communication

Unsolicited messagng is not supported by the Ethernet CLX devices.

Cyberlogic Technologies Inc. -18 -
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QUuUICK - START GUIDE

Before the Ethernet DHX Driver can be used, it must be properly configured. The
configuration procedure involves creating one or more Ethernet DHX, Ethernet DHX/CIP

or Ethernet CLX devices and configuring them
scheme. These devices are logical devices that emulate the behavior of a Data Highway

Plus network adapter card. Your software applications will then use the logical DHX

devices to communicate over the network.

To accomplish this, you must run the DHX Driver Configuration Editor after you install the
software. The DHX Driver Configuration Editor is a common component of all drivers in
the DHX family. When configuring an Ethernet type of device, the DHX Driver
Configuration Editor automatically dispatches the appropriate configuration editor for that
device type.

The following steps show a typical configuration session. Use it only as a guideline of
how to configure the most common features. For detailed descriptions of all of the
available features, refer to the Configuration Editor Reference section.

The procedure is broken into several short segments:

M Creating a Device

Configuring the Ethernet DHX Device
Configuring the Ethernet DHX/CIP Device

Confiquring the Driver Control

Configuring the DHX Gateway Server

Verifying Your Driver Configuration

=A =4 =4 4 4 -4

Backing Up You Configuration

After completing this procedure, you will have a fully -configured device and will be able
to confirm that the driver is running and communicating with other nodes on your
network.

To begin, go to Creating a Device.

Creating a D evice

From the Windows Start menu, locate the submenu for the DHX product you installed.
From there, open the Configuration menu and select DHX Device Driver s.
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# DHX Driver Configuration |Z||:,E|

DHX Devices |CLX Devices | DHX Gateway Server | Vitual Cards | Diagnostics

DHX Device Device Type Device Description

Running the editor for the first time displays t he above screen.

The specific procedure you will use to create a device depends on the type of device you

need. Accordingly, this section is divided into two parts, and you can skip to the part you
need:

1 Creating an Ethernet DHX or Ethernet DHX/CIP Device

9 Creating an Ethernet CLX Device

Creating an Ethernet DHX or Ethernet DHX/CIP Device

While you can simply select the type of device you need, we will use the Ethernet
Wizard, which can help you decide the proper device type for your installation.
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# DHX Driver Configuration

DHX Devices | CL¥ Devices || DHX Gateway Server || Virtual Cards || Diagnostics

DHX Device
1]

Device Type
Unknown w
Unknown s

3
Ethemet DHX
Ethemet DHX/CIP
ControlLogix Gateway
DHX Gateway
1784-KT Rev A
1784-KT Rev B
1784-KT2
17B4-KTCX
1784-KTX
1784-PCMK
1784-PCMK Series B -

Device Description

(1]

1. Select the DHX Devices tab.

2. Click New .

3. From the drop-down list, select Ethernet Wizard

Cyberlogic Technologies Inc.
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Ethernet Device Wizard

Welcome to the Ethernet Device Wizard

<

. =i

The Bthemet Device Wizard will help you to select the comect
b {7 You must specify the type of connection used by the controller
W

Ethemet device type for your hardware.

you will communicate with, and select an illustration that matches
o= wour netwaork layout.

if you are connected to the networ, the wizard may run
communication tests to help with the configuration process.

To continue, click Mext

Back | Mea = |[ Cancel

The editor will launch the wizard.

4. Click Next to continue.
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Ethernet Device Wizard

L

g
1

Select the type of connection at the controller you will communicate with.

N

i

Cortroller Connection

Make a Choice w

Make a Choice

t closely resembles your network:, then click Next.
™

OH

DH-485

DF1

CortrolMet

5. From the Controller Connectio n drop-down list, select Ethernet as the type of
network connection that is used at the controller you wish to communicate with.

-23-
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Ethernet Device Wizard

Select the type of connection at the controller you will communicate with.

L

g
1

N

i

Cortroller Connection
Ethemet w

Choose the picture that most closely resembles your network, then click Mext.

< Back ][ Mexd > ][ Cancel

The wizard will show you one or more pictures that illustrate the types of setups that
are supported under the controller con nection you chose.

6. If two or more possibilities are available, use the arrow butfons to scroll through
them to find the picture that resembles your network.

In this case, we chose a direct Ethernet connection from the PC to the target
controller.

7. Click Nex t to continue.
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Ethernet Device Wizard

Select the comect device type

There are two Ethernet devices that may be suitable.

It you are connected to the network, the wizard can perform a test to decide which device you
need. Otherwise, you must choose the device manually.

To run the test, enter the IP address or host name of the controller and click Test.

IF Address/Host Name

| [ Test

To choose the device manually, select one of the options below.

Controllers with newer firmware will generally use an Ethernet DHX/CIP device. Those with
older firmesare will typically use an Ethernet DHX, device.

(¥} Ethernet DHX¥/CIP Driver (Newsr firmware)
() Ethernet DHX. Driver (Older firmware)

< Back ][ Mexd > ][ Cancel

The wizard may report that there are two possible device types that may be suitable.

8. If you are connected to the network, enter the /P address or Host Name  of the
device. This will allow the wizard to perform a test that will determine the proper
device type.

9. If you are not connected to the network, you must select the device type from the
radio buttons.

For this example, we chose the Ethernet DHX/CIP Driver

10. Click Mext to continue.
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If you entered an IP address or host name in the previou s step, the wizard will
conduct a test to determine the device type to use. In any case, the device type to
be created will be reported on this screen.

11. Click Finish to create the device and exit from the wizard.

If the wizard created an Ethernet DHX device it will launch its configuration editor. G o to
Configuring the Ethernet DHX Device to continue.

If the wizard created an Ethernet DHX/CIP device, it will launch its configuration editor.
Goto Configuring the Ethernet DHX/CIP Device to continue.
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