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| NTRODUCTION

The Cyberlogic OPC Server provides OPC Data Access, Alarms & Events and XML Data
Access functions, and has a modular structure that supports a variety of industrial
devices and communication networks. The various communication subsystems, which we
call driver agents, are plug-ins that you can easily add as required. As a result, the server
maintains a set of common features, but has the flexibility to allow additional features as
required by the specific driver agent.

The MBX Driver Agent is one of these plugin modules. It allows the Cyberlogic OPC
Server to communicate to 184, 384, 484, 584, 884, 984, Micro 84, Modcell, Quantum and
Momentum controllers or any Modbus-compatible device over Modbus (RTU and ASCII),
Modbus Plus and Ethernet networks.

This document includes only the information that is specific to the MBX Driver Agent.
For information on the common features of the Cyberlogic OPC Server, refer to the
Cyberlogic OPC Server Help

Note

Compatibility and Compliance

The MBX Driver Agent is compatible with all MBX family products. The industry-standard
MBXdriver family, which includes the MBX Driver, Ethernet MBXDriver, Serial MBX Driver
and MBX Gateway Driver, provides the low-level communication services. It is also
compatible with the MBX Bridge, which routes messages between Ethernet, Modbus and
Modbus Plusnetworks.

Cyberlogic OPC products provide full compliance with the OPC Foundation specifications
for:

91 Data Access 3.0, 2.05a and 1.0a

1 Alarms & Events 1.1

T XML Data Access 1.0

9 Data Access Automation 2.02
These products are tested for compliance to the OPC specifications using the latest test
software from the OPC Foundation. All Cyberlogic OPC products are certified for
compliance by the OPC Foundation's Independent Testing Laboratory. In addition, they

are tested annually for interoperabilty wi t h ot her OPC products
Interoperability Workshops.

Blending MBX -Supported Networks

The MBX driver family provides support for all Modicon networks through a common
architecture, with identical programming interfaces. This means that an application that
operates with one of the MBX family drivers, such as the Ethernet MBX Driver, will work
with the rest of them as well. Thus, virtually all Modbus Plus compatible software

Cyberlogic Technologies Inc. -5-
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programs can operate over all Modicon-supported networks with no code maodifications.
You will find a complete description of the MBX family in Appendix E_ MBX Architecture
and Companion Products

Migration of existing installations to new hardware products does not require t he user to
discard working, proven software solutions. As depicted in the diagram below, a user can
mix Modbus, Modbus Plus and Modbus TCP/IP based hardware products in existing
installations without losing software, network or integration investment.
The MBX family of products includes:

MBX DiverisCy b e r | ewgeé driviesfor Modbus Plus interface adapters.

Ethernet MBX Driver provides Modbus TCP/IP communication.

1
Al
1 Serial MBX Driverprovides Modbus RTU/ASCII communication.
l

MBX Gateway Driver works with the other MBX drivers, giving access to
Modbus, Modbus Plus and Modbus TCP/IP networksrom remote locations.

9 Virtual MBX Driver works with the other MBX drivers to permit 16-bit legacy
software to run in current Windows operating systems.

1 MBX Bridge allows you to bridge any combination of Modicon networks by
routing messages between MBX devices.

1 MBX OPC Serveconnects OPGcompliant client software applications to data
sources over all Modicon networks.

1 MBX SDKis a software development kit for MBXAPI and NETLIB compliant
development.

Cyberlogic Technologies Inc. -6 -
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WHAT SHouLD | Do NEXT?

The links below will take you directly to the section of this manual that contains the
information you need to configure, use and troubleshoot the MBX Driver Agent.

This document describes only the features specific to the MBX Driver Agent. For
information on the common features of the Cyberlogic OPC Server, refer to the
Cyberlogic OPC Server Help

Learn How the OPC Server Works

If you are not familiar with the way that the MBX Driver Agent obtains data, you should
begin by reading the Theory of Operation.

Read a Quick -Start Guide

First-time users of the MBX Driver Agent will want to refer to the Cyberlogic OPC Server
Help for a quick-start guide, which walks through a typical configuration session, step-by-
step.

Get Detailed Inform  ation on the Configuration Editors

Experienced users who want specific information on features of the configuration editors
will find it in the Configuration Editor Reference section.

Veri fy That |t oablédrwot&Prablgm or T

If you have already configured the server, you should verify that it operates as expected.
Refer to the Validation & Troubleshooting section for assistance. In case of
communication problems, this section also provides problem-solving hints.

Print a Copy of This Document

The content of this document is also provided in PDF format. PDF files can be viewed
using the Adobe® Reader program, and can also be used to print the entire document.

Contact Technical Support

To obtain support information, open the Windows Start Menu , then navigate to the
MBX OPC product you have installed. From there, selectProduc t Information

Cyberlogic Technologies Inc. -8-
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THEORY OF OPERATION

This section will familiarize you with the main features of t he Cyberlogic OPC Server as
they relate to the MBX Driver Agent. Refer to the Cyberlogic OPC Server Helpfor a full
discussion of the common features of the Cyberlogic OPC Server If you are new to OPC
or the Cyberlogic OPC Server,we strongly recommend that you read the OPC Tutorial
first. You will find it in the Help section of your product installation.

A\
[—t

OPC Client
Application
Field Components

OPC servers obtain data from field components and present it, in a standard way, to OPC
client applications. The basic functionality of the OPC server is the same for all types of
field components and networks, but some of the communication and data -handling will
vary from one family to another. The driver agent is a plug -in software module that
accommodates these specific differences.

The MBX Driver Agent handles communications over all Modicon network typesy Modbus,
Modbus Plus and Ethernet. It also provides the means to obtain and pass data from all
Modicon controllers. These include 184, 384, 484, 584, 884, 984, Micro 84, Modcell,
Quantum and Momentum controllers and any other Modbus-compatible device.

The remainder of this theory section will discuss the Main Server Featuresyou will find in
the Cyberlogic OPC Server, as they relate to Modicon communications.

Cyberlogic Technologies Inc. -9-
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Main Server Features

& CybOpcConfigurator.mdb - Cyberlogic OPC Server Configuration E|[E| PX|
File Edit Wiew Tools Help

& 0 AR BEEEEES

Address Space Mame | Simulate | Description
EEF] Conversions

B3] simulation Signals
(31 Alarm Definitions

@ Metwark Connections
OPC Croeslinks

Ready 0 Object(s)

When you open the Cyberlogic OPC Server Configuration editor, you will find five main
trees, representing the five main areas that you will configure. These are:

1 The Address SpaceTree is required for most configurations. Here you will
create and organize the data items that will be available to the client
application, and you will define how they are updated with new information.

1 The Conversions Tree is optional. In it, you can define formulas that can be
used to convert raw data values obtained from the field equipment into a
form that is more useful to the client. For example, you can change a
transducer 6s vol tage vielin psi. Reafet o tha pressur ¢
Cyberlogic OPC Server Heldor a full discussion of this tree.

I The Simulation Signals Tree is optional. If you want to be able to use
simulated data item values instead of real values, you can create various
types of simulated data functions in this tree. Simulations are often useful for
troubleshooting client applications. Refer to the Cyberlogic OPC Server Help
for a full dis cussion of this tree.

I The Alarm Definitions Tree is another optional tree. It is used when you will
interface to Alarms & Events clients. This tree allows you to define the
desired alarm conditions and specify what information should be passed as
they occur and clear. Refer to the Cyberlogic OPC Server Helpfor a full
discussion of this tree.

1 The Network Connections Tree is required for all configurations. This is
where you select the networks and interface devices you will use, and
configure each of the field components as nodes on those networks.

The following sections describe these operational features of the server. Because the
Network Connections Tree is nomally configured first, we will start there.

Cyberlogic Technologies Inc. -10 -
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Network Connections Tree

Caution!

Refer to the Cyberlogic OPC Server Heldor a full discussion of this tree.

The MBX Driver Agent uses various means for connecting b their devices or networks.
For a Modbus connection, a serial COM port serves that purpose. In other cases, a
Modbus Plus or Ethernet adapter card is used. The Cyberlogic OPC Server refers to all of
these using the generic term fnetwork connectiond The MBX Driver Agent uses the
Cyberlogic MBXfamily of drivers for low-level communication servicesto all of its network
connections. Each network connection in the Cyberlogic OPC Servercorresponds to an
MBX device in the driver configuration, and contains all of the parameters for these
devices.

The server refers to each physical device on the network as a fnetwork noded. A typical
network node might be a Quantum controller on a Modbus TCP/IP network. The server
accesses the network nodes through their corresponding network connection. The
network node configuration contains the communication parameters for the physical
node device.

Network Automatic Configuration
The Cyberlogic OPC Server Configuration Editorcan automatically detect the Modicon

devices attached to the network connections and create corresponding network nodes in
the server configuration file.

The automatic configuration feature detects network connections and network nodes
associated with the MBX devices you have configured. Before you can use automatic
configuration, you must use the MBX configuration editor to create the devices that the
OPCserver will use.

Address Space Tree

Refer to the Cyberlogic OPC Server Heldor a full discussion of this tree.

The address space tree allows you to organize the data items in a way that makes sense
for your project. You can group and name related data items regardless of where they
exist in the physical devices.

Cyberlogic Technologies Inc. -11 -
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‘% CybOpcConfigurator.mdb - Cyberlogic OPC Server Configuration [Z”E| rz|
File Edit Wew Tools Help

1TASr |0+ EEEE =B

- Address Space Mame | Simulate | Description
+- il Assembly & Testing i) Assembly & Testing No
=il Machining il Machining No
+-@ OP 10 Quantum Controller
+-@] OP 20 Quantum Controller
-|-@] OP 30934
=-[Z3 Production
I3 Good Parts
& Production Hours
@ Reject Parts
—-[£7 status
&3 Blocked
I8 Machine Faulted
& Machine in Auto
&3 Starved
@ Conversions
3] simulation Signals
(31 Alarm Definitions
+ @ Metwork Connections
+ QPC Crosslinks

Ready 2 Object(s)

The branches of the tree are device folders, devices and folders. These establish how the
dataitemsar e organi zed. The data items themselves
will begin construction of the tree at the address spaceroot folder, which may contain

device folders and devices.

Access Paths

An access path is a logical connection to a network node. These connections, which are
required for solicited communications, link the data items in an address space device
with their values in a physical device. They tell the server where and how to obtain these
values during solicited data reads and writes.

Each device in the serverodés address space can
there are more than one, the access path at the top of the list is the primary access pa th,
and the rest are backups.

Access paths are required only for solicited communications. If you are planning to use
unsolicited data updates instead, you do not have to configure any access paths. Refer
to the Unsolicited Message Filterssection for more information.

Note

Cyberlogic Technologies Inc. -12 -
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Unsolicited Message Filters

In addition to the more common solicited updates, the Cyberlogic OPC Server supports
unsolicited data updates. In a solicited update, the server sends a request to a device
asking it for data, and the device replies. In an unsolicited update, the device decides
when to send data to the server. This helps to minimize the am ount of traffic on the
network. For information on how to program your programmable controller for
unsolicited communication, refer to Appendix D: Unsolicited Message Programming

Although unrestricted unsolicited updates are possible, the Cyberlogic OPC Server
supports a mechanism of unsolicited message filters to prevent data corruption.
Unsolicited messages must first pass through the user-defined filters before the server
accepts them. These filters guarantee that unsolicited messages are accepted only from
trusted sources.

Unsolicited message filters are used only for unsolicited communications. If you are
planning on using solicited data updates instead, you do not have to configure any
unsolicited message filters. Refer to the Access Pathssection for more information.

Data ltems

A data item represents a register in the physical device, a range of registers, a bit inside
a register or a range of bits. The MBX driver agent supports all Modicon register typeso
coils (0x), inputs (1x), input registers (3x), ho Iding registers (4x) and general reference
registers (6x)0 including global data. For more information on the supported data types,
refer to Appendix A: PLC AddressesThe user can individually configure each data item
for solicited updates, unsolicited updates or both.

Bit Order

Controllers and other devices will vary in the way they arrange the bits within their data
items. For example, some store string data in low byte / high byte order, while others
use high byte / low byte. Some have the bits in descending order, others in ascending
order.

The MBXDriver Agent provides the ability to manipulate the order of the bits within data
items to accommodate the different formats used by data sources and client software .
The software can reverse the order of bits within each four -bit nibble, swap nibbles
within each byte, swap bytes within each word, swap words within each double word and

swap double words within each quad word. Users can specify any combination of these
as needed.

For maximum flexibility and ease of use, the user can specify a bit swap pattern for each
device, and can override the device setting for each data item, as desired.

For details on how to configure this feature, refer to the Bi t O rdidcassi@n in the
Devices section.

Cyberlogic Technologies Inc. -13 -
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Conversions Tree

Refer to the Cyberlogic OPC Server Heldor a full discussion of this branch.

Simulation Signals  Tree

Refer to the Cyberlogic OPC Server Heldor a full discussion of this branch.

Alarm Definitions Tree

Refer to the Cyberlogic OPC Server Heldor a full discussion of this branch.

Cyberlogic Technologies Inc.
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QUuUICK - START GUIDE

Before you can use the OPC server, you must configure it by using the OPC Server
Configuration Editor. Every server requires configuration of the Network Connections
tree, and most users will want to configure the Address Spacetree. The remaining trees
(Conversions, Simulation Signals and Alarm Definitions) are optional features used by
some systems.

For a step-by-step guide through a typical configuration session, refer to the Cyberlogic
OPC Server Help After you have created the basic configuration using that procedure,
the Configuration Editor Reference will explain the details of how to edit your
configuration.

Cyberlogic Technologies Inc. -15 -
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CONFIGURATION EDITOR REFERENCE

Before you can use the OPC server, you must configure it by using the OPC Server
Configuration Editor. Every server requires configuration of the Network Connections
tree, and most users will want to configure the Address Space tree. The remaining trees
(Conversions, Simulation Signals and Alarm Definitions) are optional features used by
some systems.

This section provides a detailed description of each of the configuration editor features. If
you are a new user and want a procedure to guide you through a typical configuration
session, refer to the Quick-Start Guide in the Cyberlogic OPC Server Help

The Cyberlogic OPC Server Configuration Editorallows the user to create and modify the
configuration file used by the runtime module. It is needed only to generate
configuration files and is not otherwise required for the operation of the runtime module.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

To launch the editor from the Windows Start menu, navigate to the Cyberlogic MBX
OPC Server Suite or Cyberlogic MBX OPC Premier Suite , then open the
Configuration submenu and select the OPC Server menu item.

& CybOpcConfigurator.mdb - Cyberlogic OPC Server Configuration E][E| E|
File Edit Wiew Tools Help

& 0 AR BEEEEES

Address Space Mame | Simulate | Description
EEF] Conversions

B3] simulation Signals
(31 Alarm Definitions

@ Metwark Connections
OPC Croeslinks

Ready 0 Object(s)

The left pane of the main workspace window includes the five main configuration trees.
Two of these, the Network Connections and Address Spacetrees, are described in detail
here, followed by a section on Saving and Undoing Configuration Changes

Cyberlogic Technologies Inc. - 16 -
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For a discussion of the Conversions, Simulation Signals and Alarm Definitions trees and
other important configuration topics including Configuration Import/Export, Editor
Options and Connecting to OPC Client Software, please refer to the Cyberlogic OPC
Server Help.

Network Connections

Caution!

The MBX Driver Agent is a plugin software module that permits the Cyberlogic OPC
Server to communicate with Modicon networks, Modicon controllers and other Modbus-
compatible devices. You will do this by configuring appropriate network connections and
network nodes in the Network Connections Tree.

The MBX Driver Agent uses the industry-standard MBX drivers for its low-level

communication services. A network connection in the OPC server corresponds to an MBX
device in the driver architecture. An MBX device may relate to a physical network card,

such as a PCF85, or an abstract object, such as an Ethernet MBX device, which behaves
like a network card. A network node in the OPC server corresponds to a Modicon
controller or other compatible equipment that is connected to the OPC server over one of

the Modicon networks.

Creating and Deleting

There are two ways to create the network connections and network nodes: automatic
and manual.

After you edit the configuration, you must open the Fi/le menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Auto matic Configuration

The simplest method of configuration is automatic configuration. The automatic
configuration feature detects network connections and network nodes associated with
the MBX devices you have configured.

Before you can use automatic configuration, you must use the MBX configuration editor
to create the devices that the OPC server will use. For Ethernet networks, automatic
configuration will detect only the nodes that are mapped to Modbus Plus node addresses.
Refer to the driver help file for information on how to configure MBX devices.

Full Automatic Confiquration

This is the most common automatic configuration procedure. It will find all network
connections, and detect and configure all network nodes.

Cyberlogic Technologies Inc. -17 -


Cyberlogic%20OPC%20Server%20Help.pdf
Cyberlogic%20OPC%20Server%20Help.pdf

MBX OPC Driver Agent Help

#* CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration |Z||E|[z|
File Edit Wiew Tools Help

(1T HST 0 +RHEEER E S

+ Address Space Mame  / |
FEFl Conversions (2l MEX {Modicon)

B3] simulation Signals
(31 Alarm Definitions

Y eoor oo

+ OPC Croesli  MNew r

Data Monitor

Auto configure network connections and network nodes, 1 Ohject(s)

To do this, right -click on the Network Connections  root folder and select Auto Config
from the context menu.

Automatic Configuration of a Single Driver Agent

After an MBX driver agent folder has been created, you can automatically find all MBX
network connections available on your system. Typically, you would do this if you did
part of the configuration while not connected to the target network and want to quickly
finish the configuration once you are connected.
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#* CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration |Z||E|[Z|

File Edit Wew Tools Help
NAEHET | O R EEEE & R
+ Address Space ~
@ Conversions
3] simulation Signals = MBX [H DdiCDn]
(31 Alarm Definitions
- @ Metwork Connections
+1- (g [[aT——r General l Server Status BI::u:k] Device Types
+ (=@ opCcr  Mew ’
Dezcription
Delete
[ Dizable *rites
Diata Monitor v Directiccess
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Auto configure network connections and network nodes, 2 Object(s)

Right-click the MBX (Modicon) folder and select Auto Config from the context menu.

Automatic Confiquration of Network Nodes

After an MBX network connection has been configured, you can automatically find and
configure all of the network nodes attached to that networ k connection. You might do
this, for example, if you add nodes to a network after it is configured and want to quickly
update the configuration with the new nodes.
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Auto configure network connections and network nodes. 0 Object(s)

Right-click the specific MBX network connection and select Auto Config from the
context menu.

Manual Configuration

You may prefer to configure your communications manually. This will be necessary if you
are doing the configuration on a computer that is not connected to the target networks
or if you wish to change the default values selected during an automatic configuration.
You would also need to manually configure Ethernet MBX nodes that are not mapped to
Modbus Plus node addresses.
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Right-click on the Network Connections

desired network type from t he context menu.

The Editor will create the proper driver agent and network connection folders.

Cyberlogic Technologies Inc.

root folder and select New, then select the

-21-



Note

MBX OPC Driver Agent Help

** CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration
File Edit Wiew

Tl ST O

Tools  Help

L]

| Description

&3] address Space Mode Addre
FEF] Conversions
] simulation Signals F | >
(1 alarm Definitions

- @ Metwork Connections

—-{atal MBX (Modicon)
B [
+ OPC Crnssl

Rename [ Dizable Writes [ Server Status B
W Directbccess Default 05 Pathz
Delete O
v
Data Monitor
Auto Config
(_ Cross-References | } -
Insert Mew 'Metwork Mode', 0 Object(s)

You can now right-click on the network connection and select NMew, and then Network
Node to manually create a network node.

Deleting

To delete the MBX Driver Agent folder, a network connection or a network node, select it
and press the Delete key , or right -click on it and select Delete from the context menu.

Deleting the MBX Driver Agent folder will also delete all MBX network connections and
network nodes.

Deleting an MBX network connection will also delete all of its network nodes.

You cannot delete a network node that is used as part of an access path for a device.
If you wish to delete a network node that is in use, right -click on it and select Cross-
References to obtain a list of devices that use the network node. You must then edit

those devices to remove the access path that contains the network node you want to
delete.
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Editing the MBX Driver Agent

Once you have created an MBX network connection, simply click on the MBX (Modicon)
folder, and the configuration screen will appear on the right side of the editor.

The MBX Driver Agent configuration has three tabs, General, Server Status Block and
Device Types.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Caution !

General Tab

MBX (Modicon)

General l Server Status Blcu:k] Device Types

Dezcription

[ Dizable ‘Writes

v Directdccess
[+ Dizable ‘/rites

| Help

Description

This optional field can be used to describe the driver agent. It can be up to 255
characters long.

Disable Writes

If this box is checked, the server will not write data to any of the network nodes that
connect through this driver agent.
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The default state is unchecked, enabling writes.

DirectAccess

If this box is checked, the user is permitted to configure DirectAccessto the network
nodes that connect through this driver agent.

The default state is checked, allowing DirectAccess.

DirectAccess Disable Writes

If this box is checked, the server will not write data via DirectAccess to any of the
network nodes that connect through this driver agent. This does not affect writes
through configured data items.

The default state is checked, disabling DirectAccess writes.

Server Status Block Tab

The Cyberlogic OPC Server has a block of 16€bit registers called the server status block.

Physical devices on the network, such as PLCs, can read these registers to obtain
information about the health and current status of the server. The server status block is

located in registers 400001 through 400006:

Register Address Description

400001 Server versioni Major (e.g. 7)

400002 Server versioni Minor (e.g. 0)

400003 Server versioni Build (e.g. 3)

400004 User-configured server signature

400005 Server alive millisecond counter (Low word)
400006 Server alive millisecond counter (High word)
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MBX (Modicon)

General  Serer Status Block l Device Types l

The =erver haz a et of 16-bit regizters called the Server Status Block. Physical devices on the netwoark,
[e.g.. PLCz] can read thesze regizters to determine the curment health and status of the zerver. The Server
Statuz Block iz located in the dxsws reqister range, starting from regizter 400007

Register Address Description
400001 Server version - Major (e.g. 7)
400002 Server version - Minor (e.g. 0}
400003 Server version - Build (e.g. 3)
400004 User configured server signature
400005 Server alive msec counter (Low word)
400006 Server alive msec counter (High word)

Server Signature

1234

| Help

Server Signature

Enter a number that will uniquely identify this server. Devices that read this signature
value will then be able to identify which server they are communicating with. The default
value is 1234.

Device Types Tab

At run time, the OPC server tries to optimize its solicited communications based on the
types of physical devices to which it communicates. One of the ways it does this is by
adjusting the maximum message size for different types of registers.

The MBX Driver Agent is preconfigured with several standard device types from which
you can choose. You can also create additional custom device types for physical devices
that do not match one of the standard types.

The Safe Settings selection shows a set of conservative settings, which will work with
any device type, but which will not provide particularly good performance.
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MBX (Modicon)

General] Server Status Block  Device Types

M ame Fead 0« | Read 1% | Read 2% | Read 4w | ‘wiite Ox | ‘wWiike de |
oz 434 512 512 125 125 ann g0
oz 554./884,/984 2000 2000 125 125 ann 100
ofz| Max Settings 2008 2008 125 125 1976 123
oz Micrad4 G4 G4 4 32 G4 32
iz ModCell 99 99 32 32 99 32
oz Momenturn 2000 2000 125 125 ann 100
1 Duariturn (2000|2000 125 125 (800|100
oz Safe Settings B4 B4 4 32 B4 32 3
Description
To optimize zolicited communications, these values specify the maximum meszage size for each register
type. These values are recommended for Quantum controllers.

Mew... | | |

| | Help |

New...

Click this button to create a new, custom device type. The Device Type dialog box will
open.
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Device Type E|
For each custom device type you must zpecify the maximum number of regizters of each
ype that may be handled in a single ransaction. The values you select must not exceed the
capability af the device you are communicating with.

MName
|New Cuztom Device
Dezcnption
Fead Wirite
Coils - Ox Holding Req - 4x Coils - Ox Holding Req - 4x
2000 125 500 100
[nputs - s Input Reg - 3
2000 125
k. | Cancel Help
Name

Hear you can enter a descriptive name for the device type.

Description

This optional field can be used to describe the device type. It can be up to 255
characters long.

Read and Wiite Sections

Enter the desired maximum message sizesfor each of the register types.

Editing Network Connections

Once you have created an MBX network connection, simply select it and the
configuration screen will appear on the right side of the editor.

The MBX network connection configuration has two tabs, General and Settings.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.
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General Tab

Network Connection

General l Seflings ]

Mame
|MBEX Device 0

Description

[ Dizable ‘Writes [ Server Status Block

W Directbooess Default DS Paths
> i

Apply | Cancel Help Restore Defaults

Name

The name identifies this network connection. It can be up to 50 characters long, may
contain spaces, but must not begin with a space. It also must not contain any periods.

Description

This optional field further describes the network connection. It can be up to 255
characters long.

Disable Writes

If this box is checked, the server will not write data to any of th e nodes on this network
connection.

The default state is unchecked, enabling writes.

If the Disable Writes checkbox is grayed-out, it indicates that writes have already been

Note disabled at a higher level.
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DirectAccess

If this box is checked, the user is permitted to configure DirectAccessto the nodes on
this network connection. The default state is checked, allowing DirectAccess.

If the DirectAccess checkbox is grayed-out, it indicates that DirectAccess has already
been disabled at a higher level.

When DirectAccess is enabled, a _Status folder will appear under this network connection
in the client browser window. For more information on this folder and the status items it
contains, refer to the Cyberlogic OPC Server Help

DirectAccess Disable Wirites

If this box is checked, the server will not write data via DirectAccess to any of the nodes
on this network connection. This does not affect writes throu gh configured data items.
The default state is checked, disabling DirectAccess writes.

If the DirectAccess Disable Writes checkbox is grayedout, it indicates that DirectAccess
writes have already been disabled at a higher level.

Server Status Blod

If this box is checked, the network nodes under this network connection will be able to
read the server status block values. For an explanation of the server status block, refer to
the Server Status Block Tabsedion.

The default state is unchecked, disabling access to the server status block.

Default DS Patls

This field specifies the Data Slave paths on which the server will listen for server status
block read requests. The server will also use these paths for unsolicited communication
to Devices that use this network connection and have their Accept All Unsolicited box
checked.

The default path is 1.
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Settings Tab

Network Connection

General Settings }

tap To MBX Device
|Device 0 - Ethemet B> ﬂ Configure...
Protacol b airmurn Metwork, Bequests

|M0dbus over TCPAP ﬂ Thiz value places a limit on the total number of simultaneous

requeszts the netwark, connection can zend to all nodes ok the
network. Selecting a lower number reduces the Server's
resource requirements, but may reduce performance.

Open Rety [nterval

If the zerver failz to open

the MBS device listed in Bl DO
H:dMi?»pw iﬁur:ewa;iEewce e T Network Type Optimum
e ﬁ'e Doern Modbus over TCR/IF| 16-32

':' 5 Modbus Plus B-156

Retry Interval until it iz
successful.

1 ¥ | zec 16 A
=

Apply ‘ Cancel | Help ‘ Festore Defaults

Modbus -4

Map To MBX Device

Click the drop-down button to select th e MBX device this network connection will use to
communicate.

The data field will tell you if the device is not configured or if it is configured for a
different protocol than you have selected for the network connection.

Configureé

Click this button to run the MBX Driver Configuration Editor, allowing you to modify the
configuration of the MBX devices and to create new ones. For more information on
configuring MBX devices, refer to the help files for each of the MBX family drivers.

Protoco/

Click the drop-down button to select the specific protocol used by this network.

Open Retry Interval

The server will try to open the MBX device shown in the Map To MBX Devicefield. If it
fails, it will retry repeatedly until it succeeds. This field specifies the interva | at which the
server will attempt these retries. This interval is also used when opening DS paths used
for unsolicited communications.
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The valid range for the Open Retry Interval is 1-60 seconds, and the default is 1 second.

Maximum Network Requests

This value defines the maximum number of simultaneous transactions that the server will
allow for the nodes on this network connection. The number of concurrent requests may
also be limited for each network node on its Optimizations Tab.

The optimum value to use depends upon the network type. The slowest network in the
path to the network node should dictate the range to use. For example, if the OPC server
has a 1GB Ethernet connection to a bridge, and the bridge has a 9600 baud serial
connection to the network node, the Modbus range should be used, not the Ethernet
range.

Use the following table as a guideline when selecting this value.

Network Type Optimum Range
Modbus over TCP/IP 16-32

Modbus Plus 8-16

Modbus 2-4

Lower values reduce the servero6s resourc

Selecting values above the recommended range consumes more system resources, but
typically does not improve the performance of the server, and may actually harm
performance.

Refer to Appendix E: Configuring Maximum Concurrent Requestsfor more information
and examples.

Editing Network Nodes

Once you have created an MBX network node, simply select it and the configuration
screen will appear on the right side of the editor.

The MBX network node configuration has four tabs, General, Settings, Health Watchdog
and Optimizations.

After you edit the configuration, you must open the File menu and select Save &
Update Se rver, or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.
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General Tab

E Network Node

General l Settings] Health 'W'atchdog] Optimizations

Mame
|DP40 Backup@5i

Description

[ Dizable ‘Writes

v Directdcoess
=

Apply | Cancel Help Restore Defaults

Name

The name identifies the network node. It can be up to 50 char acters long, may contain
spaces, but must not begin with a space. It also may not contain any periods.

Description

This optional field further describes the network node. It can be up to 255 characters
long.

Disable Writes

If this box is checked, the server will not write data to this node. The default state is
unchecked, enabling writes.

If the Disable Writes checkbox is grayed-out, it indicates that writes have already been
disabled at a higher level.

DirectAccess

If this box is checked, the user is permitted to configure DirectAccessto this node. The
default state is checked, allowing DirectAccess.
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If the DirectAccess checkbox is grayed-out, it indicates that DirectAccess has already
been disabled at a higher level.

When DirectAccess is enabled, a _Status folder will appear under this network node in
the client browser window. For more information on this folder and the status items it
contains, refer to the Cyberlogic OPC Server Help

DirectAccess Disable Wirites

If this box is checked, the server will not write data via DirectAccess to this node. This
does not affect writes through configured data items. The default state is checked,
disabling DirectAccess writes.

If the DirectAccess Disable Writes checkbox is grayedout, it indicates that DirectAccess
writes have already been disabled at a higher level.

Settings Tab (Modbus Plus Networks)

The Settings tab layout is specific to the network type. This is the layout and description
when a Modbus Plus network is configured.
For other network types, refer to :

9 Settings Tab (Ethernet Networks)

9 Settings Tab (Modbus Networks)

Cyberlogic Technologies Inc. -33-


Cyberlogic%20OPC%20Server%20Help.pdf

MBX OPC Driver Agent Help

E Network Node

General Seftings l Health Watchdug] Dptimizatiunsl

Device Type
| (uantumm j

Solicited
Mode Addiess
| 1% . i . i . i . 1]

Timeout Retries
3 | sec 3 -

Unzolicited
Fiouting

Source Mode

5

Apply | Cancel | Help Fieztore Defaults

Device Type

This field identifies the physical device type of this network node. You may select from
the physical device types you configured on the network connections Device Types Tah
The server uses this information to optimize network communications.

If you select Auto Detect, the server uses FNC 17 (11 hex) Report Slave ID to
determine the device type. All Modicon controllers support this function, but some
third-party devices may not. For those devices, the Auto Detect will fail and the server
will default to the Safe Settings optimization. Because this setting may not provide the
best performance, you should choose a different device type selection for these
devices.

Caution!

If you use global data and you want to read or write the OPC s e r v globa data, you
must create a node of type 7his Node i Global Data This will then allow you to create
global data type data items in the address space and connect them to the local node. For
more information on global data, refer to Appendix A: PLC Addresses

Solicited Node Address

This is the nodeds networ k add rfield BodbusmnPlus he f or 1
routing array. For more information on node addre ssing, refer to the MBX Driver help file.
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Solicited Timeout

This is the amount of time that the server will wait to receive a reply to a command
message. If the server does not receive a reply within that interval, it cancels the
transaction and marks it as timed out. This interval is specified in seconds.

Solicited Retries

This is the number of times the server will reattempt each transaction that fails. The
health watchdog uses this value to determine when to mark the node as unhealthy.
Refer to the Health Watchdog Tab section for more information on this feature.

Unsolicited Section

For security and safety reasons, you may want to configure your system to permit

unsolicited updates only from trusted sources. To do this, you will set up filters when you

configure the devices in the address space. These filters allow you to specify which
network nodes are permitted to provide unsolicited updates to a particular device. Refer
to the Unsolicited Message Filters Tabsection for more details.

For the filters to do their job, the server must have a way to identify the network node
that is the origin of each unsolicited message it receives. Every message that the server
receives contains a five-byte Modbus Plus routing array and a single-byte source address.
The information in the Unsolicited section tells the server how to use th e routing array
and source address to determine whether or not the message was sent from this
network node.

If the Node Address in the Solicited section is of the form n.0.0.0.0, where nis any node

address, then the server knows that this node is located on the local Modbus Plus

network. In such a case, the source address appended to the message is all that is

needed to positively identify that the message came from this node. The Unsolicited

section will be configured for you automatically and will not be available for editing. The

routing array value is irrelevant, so the Routing field will be setto ***#* .* because that

will accept any routing array value. The Unsolicited Source Node feld will be set to the

value, n,of the first byte in the Solicited sectionb

If the sending node is located on another Modbus Plus network accessed through one or
more bridges, it may not be possible to exactly identify that node. In that case, you can
configure the Unsolicited Routing field and the Unsolicited Source Node field to at least
narrow down the group of nodes that are permitted to provide unso licited updates.

Unsolicited Routing

Here you will specify, as nearly as possible, the five-byte routing path that will be

reported to the server for unsolicited messages coming from this node. Each field may
contain a number or an asterisk. If it contains a number, the incoming message must
have that value in that position. If it contains an asterisk, any value is acceptable.

Each message received by the server from a Modbus Plus node contains a five-byte
routing array as follows.
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Byte 1 Byte 2 Byte 3 Byte 4 Byte 5

Server Node Server Slave Normally unused Normally unused Normally unused
Addre ss Path

1..64 1..8 0...255 0..255 0...255

1 Server Node Address. The first byte will always be the node address of
the server on the Modbus Plus network.

1 Server Slave Path. The second byte will always be the slave path that the
server will use to process the message.

1 Normally Unused Bytes. The third through fifth bytes are normally
unused, with values of 0. However, if the sending node does not need all five
routing bytes to specify the routing of the message, the extra bytes can be
used to provide additional information to identify the source of the message.

For example, suppose the OPCserver has Modbus Plus node address 17 and we want to
specify slave path 1. The sending node is on another Modbus Plus network and must
route the message through a bridge at node address 6 on the other network . The routing
it would use would be 6.17.1.0.0. After passing through the bridge, the routing would
shift left one place, to become 17.1.0.0.0.

The problem is that this provides no information to help identify the source node. Every
unsolicited message the server receives would have 17 in the first byte and a slave path
number in the second byte, followed by three zeros. You could, however, have the
sending node put a valued | et 6 s 0 & dhg firs2 Ghused byte, to identify itself. The
resulting routing would be 6.17.1.20.0 and would route correctly. The routing information
received by the server would then be 17.1.20.0.0, giving it some additional information
to work with. You could then set the Unsolicited Routing field to 17.1.20.0.0, and it
would pass only those messages that originated from this node. Actually, since the value
in the third byte is all that is neede d to identify the sending node, it might be clearer to
set the Unsolicited Routing to *.*.20.*.*. By using a different identifier byte value for
each sending node, you could positively identify the sender.

Unsolicited Source Node

Enter the node address that will be reported to the server as the source node of the
unsolicited messages.

The reported address will be the node address of the bridge on the s e r vlecal @etwork
that passed the message to the server. All messages coming through that bridge will

have the same source node address: the address of the bridge. It is for this reason that
the Routing field must be configured to provide unique identification of the node.

Settings Tab (Ethernet Networks)

The Settings tab layout is specific to the network t ype. This is the layout and description
when an Ethernet network is configured.
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For other network types, refer to:

1 Settings Tab (Modbus Plus Networks)

1 Settings Tab (Modbus Networks)

E Network Node

Destination Index
0 =

Tirneout

3 - | zec

R etries

Device Type

bd ormentum j
" |P Address ™ Lookup Table

IP &ddress

| 192 . 188 . L1 I 13

R

Gereral Setlings l Health 'W'atchdog] Dptimizationsl

Cancel

Apply |

Help

Restore Defaults

Device Type

This field identifies the device type of this network node. You may select from the device
types you configured on the network connections Device Types Tah The server uses this
information t o optimize network communications.

If you select Auto Detect, the server uses FNC 17 (11 hex) Report Slave ID to
determine the device type. All Modicon controllers support this function, but some
third-party devices may not. For those devices, the Auto Detect will fail and the server
will default to the Safe Settings optimization. Because this setting may not provide the
best performance, you should choose a different device type selection for these

devices.

If you use global data and you want t o

read

or

Wr i

te the OPC

must create a node of type This Node i Global Data This will then allow you to create
global data type data items in the address space and connect them to the local node. For
more information on global dat a, refer to Appendix A: PLC Addresses

Cyberlogic Technologies Inc.
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/P Address / Lookup Table

You may specify the desired node by entering its IP address or its entry in the Lookup
Table. Select which you prefer here.

Lookup Table Index

This field is available only if you chose the Lookup Table selection, and therefore is not
shown in the above illustration. Select the MB+ Node value from the Ethe rnet MBX
Driverbés |l ookup tabl e.

To view the lookup table, select the network connection that this node uses and go to its
Settings Tab. Click the Configure... button to open the MBX Driver Configuration Editor.

Select the device that the network connection uses and click the Edit button. The lookup
table is on the Master Path tab.

IP Address

This field is available only if you chose the IP Addresss el ecti on. Enter
address in the form of a standard IP address.

Destination Index

This field is available only if you chose the IP Address selection. Select the value you
wish to use for the destination index.

Timeout

This is the amount of time that the server will wait to receive a reply to a command
message. If the server does not receive a reply within that interval, it cancels the
transaction and marks it as timed out. This interval is specified in seconds.

Retries

This is the number of times the server will reattempt each transaction that fails. The
health watchdog uses this value to determine when to mark the node as unhealthy.
Refer to the Health Watchdog Tab section for more information on this feature.

Settings Tab (Modbus Networks)

The Settings tab layout is specific to the network type. This is the layout and description
when a Modbus network is configured.
For other network types, refer to:

M Settings Tab (Modbus Plus Networks)

M Settings Tab (Ethernet Networks)
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E Network Node

General Seftings l Health Watchdug] Dptimizatiunsl

Device Type
| 584/884/984 |

Mode Address

1 -
Timneout Retries

3 - | sEC 3 -

Apply | Cancel | Help | Fieztore Defaults

Device Type

This field identifies the device type of this ne twork node. You may select from the device
types you configured on the network connections Device Types Tah The server uses this
information to optimize network communications.

If you select Auto Detect, the server uses FNC 17 (11 hex) Report Slave ID to
determine the device type. All Modicon controllers support this function, but some
third-party devices may not. For those devices, the Auto Detect will fail and the server
will default to the Safe Settings optimization. Because this setting may not provide the
best performance, you should choose a different device type selection for these
devices.

Caution!

I f you use gl obal data and you want to read or
must create a node of type 7his Node i Global Data This will then allow you to create

global data type data items in the address space and connect them to the local node. For

more information on global data, refer to Appendix A: PLC Addresses

Node Address

This is the nodebdés Modbus node number. For mor e
to the Serial MBX Driver help file.

Cyberlogic Technologies Inc. -39 -



MBX OPC Driver Agent Help

Timeout

This is the amount of time that the server will wait to receive a reply to a command
message. If the server does not receive a reply within that interval, it cancels the
transaction and marks it as timed out. This interval is specified in seconds.

Retries

This is the number of times the server will reattempt each transaction that fails. The
health watchdog uses this value to determine when to mark the node as unhealthy.
Refer to the Health Watchdog Tab section for more information on this feature.

Health Watchdog Tab

Each network node monitors the health of the connec tion to its physical device. If there
is no communication for a long time, the server sends a diagnostic request to the device
to see if it can still communicate. If it cannot, the server will re-check the connection
until communication is reestablished. Once a failed network connection is reestablished,
the server continues to exercise the connection until it is satisfied that the connection is
reliable. After this, the node is marked as healthy again.

The Health Watchdog tab allows you to configure the ti me intervals associated with
these tests.

E Network Node

General] Settings HealthWwatchdog l O ptimizations

& network node can monitor the health of the network, connection On Line Intersval
to its phyzical device. If there iz no network activity for a specified m
amount of time [On Line [nterval], the Server zendz a diaghostics econds

request to the device to ensure that it can still communicate ta it

I the device becomes inaccessible, the Server monitors it at the Off Line Interval

zpecified polling interval [Off Line Interval], to zee if the device 1 Secand -
becomes accezzible again.

Once a failed network. connection iz reestablished, the Server Mode Healthy Delay
continues to exercize the connection for a specified time [Hode 105 q
Healthy Delay] to confim that the connection is reliable. After these sCondz
tests complete successfully, the node iz marked az healthy again.

-

Apply | Cancel | Help | Fieztore Defaults

On Line Interval

You may selecta value in the range of 1-60 seconds or None.
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If there is no traffic to a healthy node for the specified length of time, the server will
send a status request to the node to verify that it is still online. Selecting AMone disables
the on-line health monitoring.

If you are using a slow network, such as serial Modbus, and you are not using redundant
access paths, you might want to disable health monitoring to reduce some of the

network traffic. In that case, the OPC server will always report the status of the node as
healthy.

Off Line Interval
You may selecta value in the range of 1-60 seconds

Once communication to a node has failed, the server will send status requests to the
node at this interval to determine whether it can communicate.

Node Healthy Delay

You may selecta value in the range of 1-60 seconds
Once the server reestablishes communication to an unhealthy node, it waits for the

communication to stay active for this length of time before considering the node to be
healthy. The server then returns the node to service.

Optimizations Tab

E Network Node

General] Settings] Health W atchdog Optimizations

b amirnum Mode Requests Mezzage Blocking

Thiz walue defines the maxinunm If pour data iz not in a single, contiguous block, the Server
number of zimultaneous transactions may be able to improve performance by grouping the
that the Server will allow to handle zcattered data to reduce the number of meszages needed.
thiz node. Lower walues reduce the The value you zelect here specifies, in bytes, the largest
regource reguirements but may block of unuzed data the Server will include in a tranzaction,
reduce performance. Higher values Excessively large blocks may hurt perfarmance, so use the
Lse more resources, but typically table to help you choose the best value for your netwaork.
improve perfarmance. An Unlimited _
zetting indicates that the node will use Network Type Optimum
the network connechion's Maximum Modbus over TCP/IF| 100-250
Metwork Requests value. Modbus Plus 100-250

Modbus 10-20

B ~7 280 -

| | Add New | Help | Restore Defaults
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Maximum Node Requests

This value defines the maximum number of simultaneous transactions that the server will
allow to handle this node. The number of concurrent requests is also limited for the
network connection on its Settings Tab.

Lower values reduce the resource requirements but may reduce performance. Higher
values use more resources, but typically improve performance. However, an excessively
high setting may reduce performance. Setting this selection to Unlimited causes the node
to use the network connectionébé.s Maxi mum Networ Kk

Setting this value to a lower number may prevent overloading the PLC with messages
and allow better operation of other applications, such as PLC programming software,
that access the same PLC.

Note

Refer to Appendix E: Configuring Maximum Concurrent Requestsfor more information
and examples.

Message Blocking

Typically, the data you will want to access will not be in a single, contiguous block. For
the server to access only the information you really require, it may need to make many
small transactions. In that case, the server may obtain better performance by grouping
the data into fewer, larger blocks. Although this will mean that the system will transfer
unneeded information, the overall throughput may be improved because of the reduced
overhead.

This field allows you to tell the server how to group the scattered data. The value you
enter specifies, in bytes, the largest block of extra data that the server will include in a
transaction. The optimum value to use will depend upon the type of network. Faster
networks can handle larger gaps; slower networks will get better performance with
smaller gaps.

The slowest network in the path to the network node should dictate the Message
Blocking value to use. For example, if the OPC server has a 1GB Ethernet connection to a
bridge, and the bridge has a 9600 baud serial connection to the network node, the
Modbus range should be used.

Network Type Optimum Range
Modbus Over TCP/IP 100-250
Modbus Plus 100-250
Modbus 10-20
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Address Space

Caution !

The Address SpaceTree describes the hierarchical address structure of the Cyberlogic
OPC Server. The branches of the tree are Device Folders Devices and Folders Its
il e av eRata Iteans. §he intent of this structure is to permit the user to organize the
data items into logical groups.

Device Folders

A device folder groups devices and other device folders. You can place a device folder
directly under the Address Spaceroot folder or under another device folder , up to four
levels deep.

After you edit the configuration, you must open the File menu and select Save &
Update Server , or click the Save & Update Server toolbar button, for the changes
you have made to take effect. Otherwise, the server will still be running with the old
configuration.

Creating a New Device Folder

** CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration |Z||E| E'

File Edit Wew Tools Help
NAEEFT O+ RH EEEE E 2
""""""""""""""" e | name ¢ | Simulate | Description

B3 simulati Device 3 Mo

[l alarmC
+1-{B8 Metwor
+ OPC Cr

Data Monitor
< A

Insert Mew 'Device Folder', 2 Object(s)

Right-click on the Address Spaceroot folder or an existing device folder. Select New and
then Device Folder from the context menu.
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Duplicating a Device Folder

To speed up the creation of similarly -configured device folders, you can create multiple
device folders in a single operation by duplicating an existing one. To do this, right-click
on an existing device folder and select Du p / / ¢ &amdhé context menu.

Duplicate Device Folder

Device Falder Mame

Baze Text Humernc Places
|DeviceFDIder |3 ::l
Firgt Murmber MHumber Increment

i i =

Mumber Of Duplicates
|1 :l v [ncluding Subtree

] | Cancel

The above dialog box opens. You must specify how the duplicates are to be named by
entering values for the Base Text, First Number , Numeric Places and Number
Increment  fields. To generate names for the duplicated device folders, the editor
begins with the base text and appends a number to it. The first duplicate uses the
selected First Number value with the specified number of digits. This number is then
incremented by the specified number for each of the remaining duplicates.

As an example, if Numeric Places is 3 and First Number is 2, the number 002 will be
appended to the base text.

Use the Number Of Duplicates  field to specify the number of device folders you wish

to create. If you want to duplicate all branches within the original device folder, check
the /ncluding Subtree  checkbox.

Deleting a Device Folder

To delete an existing device folder, select it and press the Delete key , or right-click on
the device folder and select Delete from the context menu.
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