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KB2009-03: OPC XML DATA ACCESS SUPPORT

Cyberlogic’s OPC servers include support for OPC XML Data Access 1.0 (XML DA), but
this is an optional feature that is not part of the default installation. If you want to install
XML DA, this article will assist you in determining what features and settings are required
for your system.

Applies To:

All installations of the Cyberlogic DHX or MBX OPC Server Suite, or DHX or MBX OPC
Premier Suite at revision level 7.0 + Update 20090403 or later that include support for
XML Data Access.

Objective:

Install all necessary software and configure all settings as required for the particular
installation.

Issues:

The installation and operation of XML DA requires certain Windows components that may
not already be installed on your system. In addition, in some systems, the necessary
configuration may be incompatible with other software running on the system. In this
case, the user must choose which will run and which will be disabled.

Resolution:

This article explains how to install XML DA support, configure it, and connect a client to
the server.

Overview of the Procedure

You will first install Windows Internet Information Services (IIS), with certain required
components. After that, you will install the OPC XML DA component of the Cyberlogic
OPC server and verify its security settings. Depending on your operating system, you
may then need to select an operating mode for ASP.NET. Finally, you will connect an
OPC XML DA client to the server.
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Some of the procedures will vary, depending on the specific Windows operating system
you are installing under. These variations will be identified so you can follow the
procedure that applies to your system.

Install Windows Internet Information Services
This is a Windows component, and therefore may require your Windows installation CD.

There are four procedures for installing IIS, depending on your operating system:
e Windows XP and 2000
e Windows Server 2003
e Windows Vista
e Windows Server 2008

Windows XP and 2000
1. Open the Start menu and navigate to Control Panel.

2. Open Add or Remove Programs.

# Add or Remove Programs

.
\E‘ﬁ Currently installed programs: [] show updates Sort by
Change or - A
Remave quzf' Cyberlogic DHX OPC Premier Suite Size  145.00MB
Programs —_
[l Cyberlogic MBX Bridge Suite Size 66, 70MB
%- [ Cyberlogic MEX OPC Premier Suite Size  130.00MB
Add Mew qu:!' Cyberlogic OPC Crosslink Suite Size  94.57ME
Programs
Dell Picture Studio v3.0
@ ﬁEﬂ Dell System Restore
&2 Dellsupport i
e < PP Size  14.79MB
Windows Digital Line Detect 5i 0.249MB
Components % = '
ﬁEﬂ CropBook Size 1.21MB
@/ EEl eReader Size 3.47MB
Set Program @ File Shredder 2.0 Size 2, 75MB
Access and -
Defaults &) FLV Player Size  L5SMB

3. Click Add/Remove Windows Components.
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Windows Components Wizard

Windows Components

You can add or remove companents of Windows XP.

To add or remove a companent, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a compaonent, click

Details.

Components:

# Intemet Explorer 00MB
¥z Intemet Information Services (1I5) 13.5 MB

| Eﬂ Management and Maonitoring Tools Z0MB —
[] =* Message (ueuing 0.0 MEB

vl s® MSN Fenlorer MIMR_ ¥

Descrption: Includes Web and FTP support, alang with support far Front Page,
transactions, Active Server Pages, and database connections.

Tuotal disk space required: h6.2 MB ]
e

Space available on disk:

[ < Back ” et = ][ Cancel ]

4. Select Internet Information Services (I11S).
5. Click NMext and then follow the prompts to complete the installation.

6. When you are finished with the IIS installation, continue with Install the Cyberlogic
OPC Server XML Data Access Support.

Windows Server 2003
1. Open the Start menu and navigate to Control Panel.

2. Open Add or Remove Programs, and then Add/Remove Windows
Components.
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Windows Components Wizard

Windows Components
Yau can add ar remaove companents of Windows,

To add or remove a companent, click the checkbox. & shaded box means that anly
part of the component will be installed. To zee what's included in a companent, click
D etails.

Companents:
.ﬁ.ccessuries and Uhlites 49ME =

"'E' Application Server 20 7 ME
[B Certificate Services 1.8 ME
[ ¢&4 Fax Services 7.9ME

[1 E? Indesinn Semire MnkrR ;I

Dezcnption: Includes ASP.MET, Intemet Information Services [I1S], and the
Application Server Conzole,

Tatal dizk zpace required: 131 MB m
Space available on dizk: G045 3 MB

< Back | Ment » | Cancel | Helm |

3. Select Application Server and click Details... .

Application Server x|

To add or remove a compaonent, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.

Subcomponents of Application Server:

| % Application Server Conzole 0.0Me ﬂ
B ASPMET 0.0 ME
@ Enable network COM+ access 0.0 ME
O @ Enable network DTC access 0.0mMBE
- ': Internet [nformation Services [[15] 21.7 B
[] = Message Queding 7.OMB

[

Description: 115 [ncludes web, FTF, SMTP, and HMTP suppart, alohg with support
for FrontPage Server Extenzions and Active Server Pages [45P].

Total dizk zpace required: 131 MB Details |
Space available on dizk: E044.E kB
k. I Cancel |

4. Check the boxes for ASP.NET and Internet Information Services (11S).

5. Click OK.
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6. Click NMext and then follow the prompts to complete the installation.

7. When you are finished with the IIS installation, continue with Install the Cyberlogic
OPC Server XML Data Access Support

Windows Vista
1. Open the Start menu and navigate to Control Panel.

2. Open Programs and Features, and then Turn Windows features on or off.

Windows Features I.E@ﬂ_hj
Turn Windows features on or off (7]

Toturn a feature on, select its check box, To turn a feature off, clearits
check box. A filled box means that only part of the feature is turned on.

= f Internet Information Services -

) FTP Publishing Service
= | Web Management Tools —
= . IS 6 Management Compatibility
[7] . 156 Management Console
[] | TS6 Scripting Tools
[] . 156 WMI Compatibility
‘ , IS Metabase and IS & configuration compatibility
, II5 Management Conscle
[] .. OS Management Scripts and Tools
[C] 1) TS Management Service
= . World Wide Web Services
=] . Application Development Features
o WMET Extensibility

m

C]h) AsSP
W 7] | ASP.NET
e cal
. ISAPT Extensions
| ISAPI Filters
[] 1. Server-Side Includes

. Common Http Features

. Health and Diagnostics

. Performance Features

. Security -

QK ] ’ Cancel

L

3. Expand the Internet Information Services branch.

4. Check the boxes for IIS Metabase and IIS 6 configuration compatibility and
ASP.NET, as shown in the figure above.
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5. Click OK and then follow the prompts to complete the installation.

6. When you are finished with the IIS installation, skip to Install the Cyberlogic OPC
Server XML Data Access Support.

Windows Server 2008

1. Open the Start menu and select Manage.

E,. Server Manager & |E||i|
File ~Action View Help
e Aal el

% Server Manager [(WIN-VG2AWQUS

:
oF* Roles

] g Features Vi e el of thes roles istatled dsdd |
. n b ew e nea a E MoIes INstaled on your server and a ar remove raes

f Dlagnostlcs_ “" and features.

&Cnnﬁguraton

23 storage

(] Roles Summary Roles Summary Help

(~) Roles: 0of 17installed iﬁ Add Roles

B Remove Roles

1

| i
4| | ] £3 Last Refresh: 4/29/2009 11:50:56 AM  Configure refresh

2. Select the Roles branch and then click Add Roles.
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Before You Begin
Confirmation
Progress

Results

x

Select Server Roles

Select one or more roles to install on this server,
Roles:

Description:

D Active Directory Certificate Services

D Active Directory Domain Services

D Active Directory Federation Services

D Active Directory Lightweight Directory Services
D Active Directory Rights Management Services
[] Application Server

[ DHCP server

D DMS Server

[] Fax Server

[] File Services

] Hyper-v

[ Metwerk Policy and Access Services

D Print Services

] Terminal Services

[] uDDI Services

O

Windows Deployment Services

More about server roles

< Previous I

Webh Server (TIS) provides a reliable,
manageable, and scalable Web
applicationinfrastructure.

[ext = Instal Cancel

3. Select Web Server (11S).

4. Click Next.
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Add Roles Wizard L x|
ﬁ:’j Select Role Services
Before You Begin Select the role services to install for Web Server (1IS):
Server Roles Role services: Description:
b seve 19 B Camnon e st B S
Role Services =) Appication Uevelopment for building Web sites and Web
Confirmati ”Z applications usingmanaged code.
onnrmaton ,Z MET Extensibility ASP.NET is not simply a new version
Progress ] asp of ASP. Having been entirely re-
O ca architected to provide a highly
Results S productive programming experience
’Z! ISAPI Extensions based on the .MET Framewark,
[V] 154P1 Filters ASP.NET provides arobust
[] server Side Includes infrastructure for building web
[@ Health and Diagrostics applications,
@ security
[& Performance
B [E Management Tools
E} I1S Management Consale
E 1IS Management Scripts and Tools
E Management Service
.E [¥] 115 & Management Compatibility
[¥] 115 & Metabase Compatibility
[¥] 1IS 6 WMI Compatibility b
V] 1IS & Scripting Tools
IZ IIS 6 Management Console
e 0 — o W Y Y -y ;I
More about role services
< Previous | Mext = I Instal | Cancel |
5. On the Select Role Services screen, check ASP.NET and IIS 6 Management
Compatibility.
6. Click Next, and then follow the prompts to complete the installation.
7. When you are finished with the IIS installation, continue with Install the Cyberlogic

OPC Server XML Data Access Support.

Install the Cyberlogic OPC Server XML Data Access Support

This procedure is the same for all operating systems.

1.

Run the Cyberlogic OPC Server Suite installation program from the disk or
download.

If you have already installed the OPC server and wish to add XML DA support, select
the option to Modify the installation.

When you are presented with the tree showing the components to install, open the
DHX OPC Server or MBX OPC Server branch.
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i Cyberlogic DHX OPC Server Suite - InstallShield Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description

Provides QOPC XML-DA service to
dient applications.

= i=A~| DHX OPC Server Suite
= == || DHx OPC Server
(% -]
=l ~ | DHX Driver
{[=3l ~ | Ethernet DHX Drriver
= ~ | Serial DHX Driver This feature requires OKE on
(=3~ | DHx Gateway Driver your hard drive.
= ControlLogix Gateway Driver
= ~ | Virtual DHX Driver

—

Help < Back ” Mext = ] [ Cancel

4, Select OPC XML Data Access for installation.

5. Click NMext, and then follow the prompts to complete the installation.

Adding a User Account to the Cyberlogic OPC Users Group

The installation software will add default user accounts required by IIS to the Cyberlogic
OPC Users group. This group is given the permissions necessary to run the Cyberlogic
OPC software. The accounts added by the installation software will depend on the
operating system and the IIS revision level.

In some installations, IIS may be configured for a different account than its default. If
that is the case on your system, you must manually add this account to the group. The
following procedure shows how to determine if IIS is using a different account, and how
to add that account to the Cyberlogic OPC Users group.

This procedure may not be necessary, depending on your operating system and its
configuration. Once again, the procedure will vary with the operating system you are
using:

¢  Windows XP (32-bit) and 2000
e Windows XP (64-bit) and Server 2003
e Windows Vista and Server 2008
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Windows XP (32-bit) and 2000

The version of IIS provided with these operating systems uses only the default accounts,
so no additional configuration is needed.

Proceed directly to Connecting an XML DA Client.

Windows XP (64-bit) and Server 2003

1. Right-click on your desktop’s My Computericon and select Manage.

£ Computer Management

Q File Achon Wiew ‘Window Help _iﬂifj
=AM FHE 2E[(2|

= Computer Management: (Local) Description State Status

= ﬁ% System Tools &“DefaultnppPonl Running

5] Event Yiewer
Shared Folders
& % Local Users and Groups
4 Performance Logs and Alert:
; | —E-[, Device Manager
EI @ Sktarage
! - Removable Storage

B Disk Defragmenter
: i v,i Disk Management
=] & Services and Applications
Services
44 WMI Control
B Indexing Service
= fj Internet Information Service
[ Application Poals
) Weh Sites
---_J Web Service Extensions

< ) A |

%2

2. Open the Services and Applications branch, and then the Internet Information
Services sub-branch.

3. Right-click on Application Pools and select Properties.
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Application Pools Properties

.Recvcling' Ferformance HeaItHi Identity |

Application pool identity

Select a security account For this application poal:

|Netwurk Seryice A

{7 Configurable

User name: | WAM_LABDELL490 | B s

Passwiord: | PP YT YT ITIT |

4. Check the Identity tab to find which user account is specified and make a note of it.
5. Open the Windows Start menu, then go to Programs and navigate to the sub-

menu for the Cyberlogic OPC product you have installed. From there, open the
Configuration menu and select Cyberlogic Control Panel.
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£ Cyberlogic

Cyberlogic Control Panel

OPC Server
OPC Server

-
= Firewall Exceptions Cyberlog“: OPC Users
> Server Startup Account
= Cyberlogic OPC Users This is the group of users who will run OPC software.

You can add and remove members and edit their permissions.

| .
%I Cyberlogic OPC Users

Members Launch and Activation Permissions

A aspuET Local Launch
A sHilton
a% NT AUTHORITY\NETWORK SERWICE

Remote Launch
Local Activation
Remote Activation
Access Permissions
Local Access

Remote Access

f:ﬁ OPC Server

E

6. In the Cyberlogic Control Panel, select Cyberlogic OPC Users.

7. Verify that the IIS user account is shown. If it is not, click Add... to add it to the
group.

8. When you have finished:

If you are running with 64-bit Windows XP, go to Selecting the ASP.NET Setting.

If you are running with Windows Server 2003, go to Connecting an XML DA Client.

Windows Vista and Server 2008
1. Open the Start menu and go to the Windows Control Panel.

2. From there, open Administrative Tools and select Internet Information
Services (IIS) Manager.
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?Elnternet Information Services (IIS) Manager N

=10l x|

@:} [Q P OWIN-YGZAWQUSYME. #  Application Pools

T |E e

File  View Help

€-- |7 |8
':_j Start Page
€5 WIN-VG2AWQUAMK

IIE4d Application Pools

(@] Sites

1 | 3

Ready

@g! Application Pools

This page lets you view and manage the list of
application pools on the server, Application
pools are assodated with worker processes,
contain one or more applications, and provide
izolation among different applications.

ST L
Filter: ~ i Go - z
MName = | status | .uET Fram
lefClassic NET App... Started  v2.0
E¥pefaultappPol  Started w20

2+
Features View [i= Content View

o

i ®=me

x

Add Application Poal. ..
Set Application Poal Defaults...

Application Pool Tasks
Start

Stop

Recyde...

Edit Application Pool
Basic Settings...
Recyding...

Advanced Settings. ..

Rename

Remaove

View Applications

Help
Online Help

qﬂ:i

3. In the left pane, select Application Pools.

4. In the center pane, select an application pool, and then

in the right pane.

Cyberlogic Technologies Inc.
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B (General) i
.MET Framework Version v2.0
Enable 32-Bit Applications False
Managed Pipeling Mode Classic
Queue Length 1000
Start Automatically True
B cpru
Limit a
Limit Action MoAction
Limit Interval {minutes) 5
Processor Affinity Enabled Falze -
Processor Affinity Mask 4294957295
B Process Model
Identity NetworkService
Idle Time-out {minutes) 20
Load User Profile False
Maximum YWorker Processes 1
Ping Enabled True
Pimg Maximum Response Time {(seconc 30
Ping Period (seconds) 30
Shutdowen Time Limit (seconds) a0
Startun Time Limit fesrnndst = i
Name
[name] The application pool name is the unigue identifier for the application pool.
Ok | Cancel |
A

5. Look under Process Model for the value of Identity, and make a note of this user
account.

6. Cancel this operation and close the IIS Manager.
7. Open the Windows Start menu, then go to Programs and navigate to the sub-

menu for the Cyberlogic OPC product you have installed. From there, open the
Configuration menu and select Cyberlogic Control Panel.
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£, Cyberlogic [i=1E3]

CYberlogiC Control Panel

OPC Server

-
= Firewall Exceptions cvberlog“: OPC Users
> Server Startup Account
= Cyberlogic OPC Users This is the group of users who will run OPC software.

You can add and remove members and edit their permissions.

% Cyberlogic OPC Users
i

Members Launch and Activation Permissions
&ASPNET Local Launch

A sHilton

3?_‘, NT AUTHORITY\NETWORK SERWICE

Remote Launch
Local Activation
Remote Activation
Access Permissions
Local Access

Remote Access

8. In the Cyberlogic Control Panel, select Cyberlogic OPC Users.

9. Verify that the IIS user account is shown. If it is not, click Add... to add it to the
group.

10. When you have finished, go to Connecting an XML DA Client.

Selecting the ASP.NET Setting

This is a concern for 64-bit Windows XP systems only. For all other operating systems,
skip this section and go to Connecting an XML DA Client.

Within 64-bit Windows XP, ASP.NET can be configured for 32-bit or 64-bit support.
Cyberlogic’s software requires 32-bit support, and you can select this mode through the
Cyberlogic Control Panel.

When you select 32-bit support, you will disable support for any web
service that requires 64-bit ASP.NET support. Similarly, if you select 64-
bit support, you will disable support for the Cyberlogic OPC XML Data
Access as well as any other web service that requires 32-bit ASP.NET
support. It is not possible to support both modes at the same time.

Caution!

1. If you don't already have the Cyberlogic Control Panel open, then open the Windows
Start menu, go to Programs, and navigate to the sub-menu for the Cyberlogic OPC
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product you have installed. From there, open the Configuration menu and select
Cyberlogic Control Panel.

% Cyberlogic

Cyberlog IC control Panel

Opii?rr;:;ll Exceptions XML DA Settings

= Server Startup Account
= Cyberlogic OPC Users ASP.NET must run in 32-bit mode to support OPC XML Data Access, but doing so will disable
= XML DA all web services that require ASP.NET running in 64-bit mode. ASP.NET cannot run in both
modes at the same time.

(%) Enable 32-bit mode and disable support for software that requires 64-bit mode

() Enable 64-bit mode and disable support for OPC XML Data Access

Apply

2. In the left pane, select XML DA.
3. In the radio selection in the right pane, select Enable 32-bit Support.

4. Click Apply.

Connecting an XML DA Client

When you open an OPC XML Data Access client application, you must specify the location
of the server you want to connect to. The client may ask for an Endpoint, a Server URL
or simply for a Server. The prompt will vary from one client to another. In any case, the
form of the information you must enter is:

http://localhost/CybOPCXML/Cyberlogic.OPCServerDA.asmx
This is the exact form you would use if the client and server were on the same system.

Otherwise, you must replace localhost with the IP address, computer name or web
address of the server.
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Technical Support:

If you have any questions or problems with these procedures, please contact Cyberlogic’s
Technical Support group by emailing techsupport@cyberlogic.com or by calling
248-631-2288.
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