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INTRODUCTION TO THE OPC DA DRIVER AGENT

The OPC DA Driver Agent is a plug-in module for Cyberlogic’s OPC Server that allows the
server to communicate to other OPC DA servers. This may be done whether the other
OPC servers are on the local system or on another computer on the network, and may
also be done regardless of the brand of OPC servers used.

While most OPC servers obtain data from PLCs or other control and instrumentation
devices, an OPC server equipped with the OPC DA Driver Agent can obtain data from
other OPC DA servers. It can then present this data to OPC clients just as though it were
data obtained from a PLC. In this way, the OPC DA Driver Agent allows you to configure
the Cyberlogic OPC Server as an OPC data concentrator or to set up redundant OPC
servers. And configuring the OPC DA Driver Agent is just as easy as configuring an
ordinary OPC server to communicate with a PLC.
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The OPC DA Driver Agent allows your OPC server to communicate to
other OPC servers just as easily as it communicates to PLCs
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Why would I want a server to get data from another server?

Being able to do so opens up many possibilities, and we will discuss three of them in this
paper.

o Data Concentration: It may be convenient for you to have a single OPC
server that client systems can connect to for all of their information, rather
than having them connect to numerous OPC servers scattered around your
plant. A single Cyberlogic OPC Server can provide this capability by using the
OPC DA Driver Agent to obtain the needed data from all of the other servers.

e OPC Server Redundancy: For some installations, data gathering is critical
and failure of an OPC server would be very costly or catastrophic. In such a
situation, you can set up two or more identical OPC servers to gather data
and use an OPC server with the OPC DA Driver Agent to connect to all of
them. If any should fail, the remaining servers would still be available to
provide data to the clients.

e Specification Translation: Suppose you have several older OPC servers
that comply only with OPC DA 1.0a, but want to use a newer client
application that requires DA 3.0. You could replace all of your old OPC
servers, requiring complete reconfigurations and affecting all of the clients
throughout your entire plant. Or you could set up a new Cyberlogic OPC
Server to get the data from the legacy servers and present it in 3.0-
compliant form to the client.

What Cyberlogic products include the OPC DA Driver Agent?

The OPC DA Driver Agent was introduced with version 7 of Cyberlogic's OPC products
and is included with:

e OPC Crosslink Suite
e DHX OPC Premier Suite
e MBX OPC Premier Suite
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SOLUTIONS TO TYPICAL PROBLEMS

The OPC DA Driver Agent’s ability to get data from other OPC servers opens up many
useful configuration possibilities. Here, we'll talk about three of them. But you are not
limited to just these simple setups. They can be combined to create, for example, a data
concentrator that obtains its data from multiple groups of redundant OPC servers.

I need an OPC data concentrator!

Suppose your facility has several OPC servers, perhaps of different brands, gathering
data from various areas of your plant. It is possible for the client software to connect to
each of these servers to obtain the data it needs.

However, it may simplify the client configuration to instead have a single OPC server get
the data from all of the other servers. Now the clients need only to connect to this data
concentrator to get all of the information they need.

Brand A OPC Server

@
77

Brand B OPC Server
/=N

Cyberlogic
OPC Server

Cyberlogic
OPC Server
{Concentrator)

OPC Client
Application

Cyberlogic
OPC Server

A Cyberlogic OPC Server connects to several other OPC
servers, providing a single access point for all of the data.

Such a system will avoid the complications involved in having to connect every client to
every server. It allows the data to be organized in an orderly and consistent way in the
data concentrator, even if the individual OPC servers are of different brands and were
configured by different people at different times. If conversions, range limits or
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simulations are needed, they can be applied on a single server, rather than being
configured many times on several different servers.

You might also decide to create multiple data concentrators with different user
permission levels and accessing different data, to control access to sensitive information.

I need redundant OPC servers!

Critical applications may require you to have a backup OPC server on line and ready to
take over if the primary server fails. Cyberlogic's OPC Server provides this capability and,
unlike other redundant server products, allows you to configure an unlimited number of

backup servers.
@ OPC Client
=

OPC Server

Field Components

A single OPC server can become a singe point of failure
In the configuration shown above, the OPC server is a single point of failure. If that

computer fails or is shut down for any reason, the client will lose all access to data until
the server is restored to operation.
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/ OPC Client
/ Cyberlogic OPC Server
Z==_2 with OPC DA Driver Agent
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OPC Server OPC Server
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Cyberlogic's OPC DA Driver Agent lets you set up
redundant OPC servers for greater reliability

If you install the Cyberlogic OPC Server with the OPC DA Driver Agent on the client
system and set up two identical servers, the server on the client system can treat them
as a redundant pair. Both servers can be associated with a single device, which will use
the primary server to obtain data. If that server should fail, the data access will
automatically switch to the other server. When the primary server comes back up, the
data access will automatically switch back to it.

You are not restricted to just two servers. Cyberlogic's OPC Server allows you to
associate an unlimited number of servers with a single device, so you can have two,
three, four or more backup servers.

My OPC client and server have different spec levels!

Suppose your client software requires OPC DA 3.0, but it needs to obtain data from
legacy OPC servers that are compliant only to DA 2.05a or even 1.0a. Normally, this
couldn’t be done, but the OPC data concentrator setup allows it to happen.

What makes it possible is the fact that Cyberlogic’'s OPC Server complies with all three
major OPC DA spec level revisions: 3.0, 2.05a and 1.0a. Because of this, a Cyberlogic
OPC Server with the OPC DA Driver Agent can obtain data from a DA 2.05a or 1.0a
compliant server and can then provide that data to a DA 3.0 compliant client. By passing
the data through the Cyberlogic OPC Server, you can effectively upgrade the compliance
level of your other OPC software.
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Cyberlogic
OPC Server
(DA 3.0/2.05a/1.0a)

Brand A OPC Server
(DA 2.05a)

OPC Client
Application
(DA 3.0)

L @

Brand B OPC Server
(DA 1.0a)

The Cyberlogic OPC Server’s multiple compliance levels
allow it to solve spec mismatch problems.

Of course, this works the other way as well, allowing you to use an old DA 1.0a client
with more recent servers. And because the Cyberlogic OPC Server supports all of the
spec levels simultaneously, you can have any combination of mismatched clients and
servers, and the data concentrator will do the job for all of them.
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How DO I cONFIGURE THE OPC DA DRIVER AGENT?

Configuration of the OPC DA Driver Agent is very similar to the configuration of the DHX,
MBX and ControlLogix Driver Agents. Full details of the configuration process are
available in the OPC DA Driver Agent Help file, but we will provide a brief summary of the
process here.

Windows Security Concerns

When configuring an OPC server, it is important to properly configure the Windows
operating system security features. This is necessary to permit communication between
the OPC servers, especially if they are on different computers. The easiest way to do this
is to use the Cyberlogic Control Panel.

This is a brief introduction to the basic concepts of configuring Windows security with the
Cyberlogic Control Panel. For more information, refer to the Cyberlogic Control Panel
Help.

* Cyberlogic FEX

CYberlogiC Control Panel TR

OPC Server
= Firewall Exceptions
= Server Startup Account
* Cyberlogic OPC Users

Select one of the items in the list to configure important
security settings for the OPC server. These include:

* Allowing OPC server-related tasks to have access through
the firewall.

¢ Designating the user account to be used to run the server.

s Selecting launch, activation and access permissions for
user accounts.

You open the Cyberlogic Control Panel from the Windows Start menu. There are three
functions available for configuration. We will look at the firewall exceptions and user
accounts.
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Firewall Exceptions

berlogic

Cyberlog IC control Panel

OPC Server

- Firewall Exceptions Firewall Exceptions

= Serwer Startup Account
= Cyberlogic OPC Users @ Some firewall exceptions are configured but they are disabled.

It is recommended that you enable firewall exceptions.

Disable Firewall Exceptions Enable Firewall Exceptions

OPC Server (disabled)
' OPC Client (disabled)
OPC Connection Server (enabled)

OPCEnum (disabled)

This exception is required to allow OPC clients to browse for OPC servers on remote
systems. This is @ common OPC component. Modifying this exception may affect
other OPC products on this system.

Include OPCEnum when enabling and disabling firewall exceptions.

Details
Opcenum.exe is added to the list of allowed applications.

DCOM (enabled)

Cyberlogic’s installation software adds various programs and services to the Windows
firewall exception list, but does not enable these exceptions. If you have not already
enabled them, they will be shown on this screen in red and marked as disabled.

You can click on the double arrow at the right end of each item to get more details on
what that exception will do. To allow communications to/from remote computers, all
firewall exceptions have to be enabled.

To enable the exceptions, click the Enable Firewall Exceptions button.

Note, however, that these exceptions apply only to the Windows firewall. If you have
installed a third-party firewall, you must manually configure the same exceptions.

Cyberlogic Technologies Inc. -10 -



OPC Redundancy and Data Concentration

Cyberlogic OPC Users

Cyberlogic

Cyberlogic Control Panel

OPC Server

=
- Firewall Exceptions Cyberlogic OPC Users
= Server Startup Account
= Cyberlogic OPC Users This is the group of users who will run OPC software.

You can add and remove members and edit their permissions.

% Cyberlogic OPC Users

Members Launch and Activation Permissions
A AMcGregor Local Launch

_a!ANewrnan
A Dphillips
_a!HKirI-c Local Activation
_a!RSwain

Remote Launch

Remote Activation

Access Permissions
Local Access
Remote Access

During the product installation, a users group called Cyberlogic OPC Users is
automatically created and added to the security settings for the Cyberlogic OPC Server.
By default, only the user that installed the software is added to this group, however,
other users can also be added later. Using a group makes it easy and efficient to apply
the needed permissions to every user who will need to run the Cyberlogic OPC server
software.

Use the Add... and Remove buttons to select the members of the group. Once you have
done that, use the check boxes on the right side to set the desired permissions. The list
of permissions available for configuration will vary depending on the operating system
you are using, but in all cases the recommendation is to allow all permissions that are
shown. Note, that allowing all permissions here does not affect the security settings for
other applications and is therefore safe to do.
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Configuring the Network Connections Branch

‘% CybOpcConfigurator.mdb - Cyberlogic OPC Server Configuration : E|[Z|

File Edit WYiew Tools Help
AESr QO + R EEZEEE B
Address Space Mame
@ Conversions
52 simulation Signals
(3] Alarm Definitions
= etnor Connecions
OPC Cross ControlLogix over Ethernet
ControlLogix over DHX
Allen-Bradley Ethernet
Allen-Bradley Data Highway
Allen-Bradley Data Highway Flus
Allen-Bradley DH-455
Allen-Bradley ControlMet
Allen-Bradley DF 1
] Modbus
Data Moritor Modbus Plus
Auto Config Modbus over TCP/IP
Insert Mew Metwors conmecuors 0 DbjECt{S:I

First, you must identify the computer that is running the OPC DA server that you want to
use as the source of the data.

This is similar to configuring a network connection.
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Browse for Computer

23 My Comnputer
- Entire Metwork,
.,r" Microzoft Terminal Services
- Microsaft \Windows Metwarlk,
¥ ENGIMEERIMNG
+ LAB
- PRODUCTION
ASSEMBLY_AREA
.,r" Wieb Client Metwork,

Computer Mame/FP &ddrezs

|ASSEMBLY_AREA

o]

Help

Cyberlogic Technologies Inc.

You can enter the name or IP address of the computer, or just browse for it.
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Computer

General Seftings l

Computer Mame/|P Address

|.-’-'«55EMBLY_.-’-‘«FE E4 Browse. .

[v Override
Uzer Mame
|F'ru:uductiu:un'xEl PC_User

Pazzword

HERRRERRRREERN

Apply | Cancel Help

The OPC server will use a default user name and password when connecting to other
OPC servers. If you prefer, you can override these defaults and specify a different user
name and password for this specific computer. To maintain system security, the user
name and password that you enter here are stored in a secure way.
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#* CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration ._ E|[Z|
File Edit Wew Tools Help

ITESr 0+ R EE0E =B

Address Space Mame | Description Server ID
@ Conversions

52 simulation Signals
(3] Alarm Definitions

= @ Metwaork Connections {_ l
- QOPC DA Servers e

%} psey OPC Serue

e LT S R

Rename
| l Settings ]
Delete s
]
g OPC Server
zription
Data Monitor
Auto Config hal
£ | *
= Cross-References =
Insert Mew 'Metwork Node', 0 Object(s)

Just as each network connection may have more than one network node, so each OPC
DA Server computer may have more than one OPC server. You must now identify the
specific server you wish to connect to.
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Browse for OPC Server

-4 ASSEMBLY_AREA
—-([3 OPC DA 3.0

Crberlogic. OPCS erverD,
Softing OPC.57. D4
OpcTestlab. Opodnalyzer
+-[( OPC D& 20
+- ] 0OPCDATO

Server Mame
Cyberlogic. OPCServerDd,

" OPCDA.D (" OPCDA 20 f« OPCDA 30

k. | Cancel Help

A browse window makes it easy to pick the OPC server and spec level you want to use.

The selection you make will automatically appear in the fields at the bottom of the
window.
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E OPC Server

General Settings l Health Watchdug]

Server Mame/CLSID

|E_l.JI:uerIu:ugiu:.DF'E5 erverDd, Browze... Test Connection
0OPC D& Spec Level - c e
f
|EIF'E D& 30 ﬂ onnection Guar
Thiz feature allows the OPC D& Driver
Fead wiite Timeout Reconnect Delay Agent to disconnect fram an OPC server
that ztopz rezponding for the specified
|1D 80 ﬂ |3D R ﬂ arnount of tirmne.
™ Dverid Because of itz effect on overall
TS communication performance, it should
Uzer Mame only be enabled if needed.
Fazzword

|

| Add New Help |

Once again, you can elect to override the default user name and password, if you wish,
and you can also set up some additional properties.

Once you've selected the desired settings, click Apply and then click Test Connection.
The driver agent will try to connect to the selected server, and will give you a diagnostic
message if the connection cannot be made.

Configuring the Address Space Branch

Configuration of the Address Space for an OPC DA server works just like it does for a PLC
in a conventional OPC configuration.
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Creating the OPC DA Server Device

#* CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration |Z||E|[Z|
File Edit View

(ST O~ R EEEE E
ks - Lhiama s | Simulate | Description
8 Corversi TG  Device Folder
&l Simulatior
(31 Alarm De:
+-[ 8 Network ¢
OPC Cros

Tools  Help

Data Monitor

<

Insert Mew 'Device', 0 Object(s)

[l
| W

You can create an OPC DA Server device, putting it in a device folder, if you wish.

E OPC DA Server Device
Gereral Access Paths }
Computer OFC Server
Azzy OPC Server Azzembly Area
Dezcrption
New.. Edi. |  Delete |
Apply | Cancel | | Help ‘

The OPC DA Server Device has access paths, just like any other device. And just like any
other device, you can configure two or more access paths for redundancy.
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The only difference is that, instead of going to a PLC through a network connection,
these access paths go to an OPC server on a computer.

Once you've created the OPC server device, you can configure folders and data items
within it. There are two ways to do this: manually or by DirectImport.
Creating Data Items Manually

Manual configuration is typically used when there are only a few data items you wish to
configure.

#* CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration E| [E| rg|

File Edit Wew Tools Help
MRS 0~ EEEE E B
= Address Space ”
@] Assembly OPC
=3 Production Data Item
zi NewDataltem —
@ Conversions
57 simulation Signals General l D ata ] Simulatin:-n] .-’-\.Iarms] Properties
(3] Alarm Definitions
+ @ MNetwork Connections Marne
OPC Crosslinks |I3|:u:u:| Farts
Dezcription
| v
% > £ >
Ready

The folders and data items look just like those in a device associated with a PLC. But
instead of bits or registers within a PLC, these data items link to data items in the OPC
server you are connected to.
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23] Data Item

General Data ISimuIatiDn] .-'-\Iarms] F'n:uperties]

Device

[tern IO

|NewTag Browsze. .

[ OPC Access Path

The OPC Access Path iz optional and iz not supparted by all OPC servers. [F the OPC server does
niot suppart thiz feature, any value entered here will be ignaored.

OPC Clietnt

Canohical D ata Type [ Use Conversion

Drefault ﬂ | J

| | ﬂddNew| Help |

The Data Item editing screens are the same as those for any other data item. The only
variation is on the Data tab, where you will enter the Item ID rather than a register
address. You can, of course, browse for the Item ID you wish to use.
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Browse For Item ID

=-[L3 Assembly Control
=1-[23 Production Counts
@ Fart Count - Good
@ Part Count - Reject
@ Fart Count - Scrap
@ Fart Count - T atal
+-[C1 Directbccess

Item D

|.-“-‘-.ssn3ml:ulj,I Control. Production Counts.Part Count - Good

k. | Cancel | Help |

The Browse For Item ID screen makes it easy for you to locate and specify the desired
data item.
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#* CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration |Z E|[Z|
File Edit Wew Tools Help

(TS |0+ EEEEE D

= Address Space Mame | Simulate | Description
=@ Assembly OPC T Assembly OPC No
=-[23 Production Counts
l# Part Count - Good
@ Part Count - Reject
@ Part Count - Scrap
I8 Part Count - Total
@ Conversions
52 simulation Signals
(3] Alarm Definitions
+ @ Metwork Connections
QPC Crosslinks

4 |

Ready 1 Object(s)

|
[
|

When you are finished, the configuration of the device and its data items will look and
work just like those related to PLCs and their registers.

Creating Data Items by DirectImport

If you have a large number of data items to configure, it will be much easier and faster

to use DirectiImport. This feature presents you with the entire configuration of an OPC
DA server and lets you choose to import all or part of it.
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#* CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration |Z E'E'

File Edit Wew Tools Help
ST (0~ EEEEE A
= Address Space Mame |5imu|ate Simple ... | Date
il
@ Conversions
) - £ >
52 simulation Signals - =
(3] Alarm Definitions ~
+ @ Metwork Connections
OPC Crossiinks E OPC DA Server Device
General l.i'u:u:ess Paths ]
Mame
\Assembly OPC
Dreszcription
[ Simulate | Dizable Wiites
Directimpart...
v Mirectbrracs !
< EJES | >
Ready 0 Object(s)

You begin by selecting the device whose configuration you want to import. Here, we
chose the Assembly OPC device.

On its General tab, click the DirectImport... button.
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Directimport
=t Finish ? Help

--[J=3 Cybedogic OPC Server Mame
= [0 Assembly Control ]2 Assembly Control
—-[¥1Z3 Production Counts [JC3 DirectAccess

k&) Part Count - Good

k&) Part Count - Reject

k&) Part Count - Scrap

k&) Part Court - Total
+-[JZ0 DirectAccess

S b
Time Event ~
@1;’3!2[!'[!'8 2:08:38 FM Successfully connected to Cyberdogic OPC Server’. =
(13123008 30617 PR Crirracch dhr hrrsad "Aooambhr Ml b
£ [ >

The DirectImport window will open and will show all of the data items in the OPC
server you are importing from. You can then expand the branches and select the
desired folders and data items by checking them in the left pane.

Checking or unchecking a folder will check or uncheck everything it contains. You
may then modify these selections as desired.

Once you've checked all of the items you want to import, click Finish.

#* CybOpcConfigurator.mdb* - Cyberlogic OPC Server Configuration |Z||E|[g|
File Edit View Tools Help

(RS |0+ EEEE E D

- Address Space Mame | Simulate | Description

=1 Assembly OPC @] Assembly OPC Mo
—-{_7 Production Counts

k&) Part Count - Good
@ Part Count - Reject
@ Part Count - Scrap
k&) Part Count - Total

EEE| Conversions

a7 simulation Signals

(5] Alarm Definitions

+ @ Metwork Connections
OPC Crozslinks

£ |

Ready 1 Object(s)

|
[
|

The selected items will be imported into the address space tree.
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WHERE CAN I GET MORE INFORMATION?

You can get detailed information on how to install, configure and use the OPC DA Driver
Agent by referring to the help files for the OPC Crosslink Suite, DHX OPC Premier Suite or
MBX OPC Premier Suite.

Cyberlogic’'s website, www.cyberlogic.com, has information on related products, news,
software downloads and contact information.

Cyberlogic Technologies
5480 Corporate Drive

Suite 220

Troy, Michigan 48098 USA

Sales: 248-631-2200
sales@cyberlogic.com

Technical Support: 248-631-2288
techsupport@cyberlogic.com
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