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KB2013-01: UrPDATING ROOT CERTIFICATES

Windows maintains a list of trusted root certificates that are used to verify the digital
signatures of files on the system. Although the root certificates are usually updated
automatically, it is possible for a system to require manual updates to get the latest
certificates.

Applies To:

Any sytem that gets the following error when one of the Cyberlogic Suites is installed:
eror x|

@W% Setup has detected an issue with the digital signature of the
'-.‘ J.-' DATAL CAE file. One possible cause is the trusted root certificates
= on the system may not be current,

See Cyberlogic KnowledogeBase artide KE2013-01 for information
on carrecting this, Setup cannot continue,

Issues:

The installation data files are digitally signed by Cyberlogic to ensure that they have not
been modified. These digital signatures are verified against a trusted root certificate. This
check has failed because the root certificates on the system are out of date and need to
be updated.

Procedure:

There are two ways to update your system. If your system has internet access you can
follow Procedure 1 below. If your system doesn't have internet access or you don't
want to run Windows Updates on your system you can manually add the missing
certificate to your system by following Procedure 2 below.
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Procedure 1:

Microsoft Knowledge Base article KB931125 (http://support.microsoft.com/kb/931125)
mentions that Windows Vista, Windows Server 2008, and later versions of both Windows
and Windows Server will automatically update the cache of trusted root certificates. For
Windows XP, Windows Server 2003, or any Windows system that needs to update its
root certificates, do the following:

1.

Run Windows Update, being sure to select any updates that mention Root
Certificates.

Rerun the Cyberlogic product installation.

If the error occurs again, contact Cyberlogic technical support.

Procedure 2:

The system that needs to be updated doesn’t need internet access, however you will
need to download two files from a system that does have internet access and copy the
files to the system that needs to be updated.

1.

From the system with internet access, download the AddTrustExternalCARoot
certificate from:
https://support.comodo.com/index.php?/Default/Knowledgebase/Article/View/85
4/75/rootaddtrustexternalcaroot and the Comodo RSA Certification Authority
(SHA-2) from:
https://support.comodo.com/index.php?/Knowledgebase/Article/View/969/108/ro
ot-comodo-rsa-certification-authority-sha-2

Copy the files to the system that needs to be updated.

Once the files are on the system right click on one of the files and choose “Install
Certificate” If you get a warning dialog, click Open.
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i N
Cpen File - Security Warning ﬁ

Do you want to open this file?

Mame: ...Downloadsiaddtrustexternalcaroot.crt
R Publisher: Unknown Publisher
Type: Security Certificate
From: Ch\Users\User\Downloads\addtrustexternalcaro...

open | | Cancel |

Aways ask before opening this file

patentially ham your computer.  you do not trust the source, do not

I--ﬁ] While files from the Intemet can be useful, this file type can
-
v open this software. What s the risk?

e

4. When the Certificate Import Wizard comes up click Next.

Certificate Import Wiza

Welcome to the Certificate Import
Wizard

P This wizard helps you copy certificates, certificate trust
\-‘;_;_ lizsts, and certificate revocation lists from your disk to a
P certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ Mext = ]’ Cancel ]

——

5. Leave the default selection to “Automatically select the certificate store based on
the type of certificate” and click Next.
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Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate!

() Place all certificates in the following store

Certificate store:

Browse...

Learn more about certificate stores

[ < Back ][ Mext = ]’ Cancel ]

6. Click Finish to complete the certificate import.
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Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

0= )l it == wi=sl Automatically determined by t

Content Certificate

< Back ][ Finish ][ Cancel ]

7. You should receive a message that says the import was successful.

i -
Certificate Import Wizard ﬁ

:I The import was successful.

ook

8. Repeat the above procedure for the other file.
9. Rerun the Cyberlogic product installation.

10. If the error occurs again, contact Cyberlogic technical support.
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Technical Support

Cyberlogic’s website, www.cyberlogic.com, has information on related products, news,
software downloads and contact information.

Cyberlogic Technologies
900 Wilshire Dr Ste 202
Troy, Michigan 48084 USA

Sales: 248-631-2200
sales@cyberlogic.com

Technical Support: 248-631-2288
techsupport@cyberlogic.com
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