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INTRODUCTION

Recently, Microsoft made Windows XP SP2 (RC2) available for download at the Windows XP
SP2 (RC2) Technical Preview Program (http://www.microsoft.com/technet/prodtechnol/winxppro/
sp2preview.mspx). The goal of Windows XP SP2 — as described by the Microsoft website — is to
introduce “a set of security technologies to help improve the ability of Windows XP-based
computers to withstand malicious attacks from viruses and worms.” Microsoft provides a very
detailed description of Windows XP changes in its Changes to Functionality in Windows XP SP2
(http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/sp2chngs.mspx) document.

Cyberlogic has recently discovered minor compatibility issues between the MBX Driver Suite 5.00
SP2 and Windows XP SP2 (RC2). These issues arose because Microsoft improved Windows
XP’s default network security configurations. Fortunately, these compatibility issues are limited to
the Ethernet MBX Driver and Remote MBX Driver. Furthermore, users may easily correct these
issues without overly exposing their systems to malicious network attacks.

This document provides simple methods to correct the compatibility issues that have arisen
between the MBX Driver Suite and Windows XP SP2 (RC2). It is divided into the following
sections:

e Ethernet MBX Driver

e Remote MBX Driver
0 WinXP SP2 to WinXP SP2
0 WinXP SP2 to Win2000 SP4

Note: This procedure is tested only with Windows XP SP2 (RC2). Although Cyberlogic does
not anticipate major changes between the Release Candidate and Final Release
versions of Windows XP SP2, it cannot absolutely guarantee the effectiveness of this
procedure on a Final Release version of Windows XP SP2.

Cyberlogic Technologies, Inc., is committed to customer satisfaction. Please, send questions or
comments to Cyberlogic’s Technical Support (techsupport@cyberlogic.com).

Cyberlogic Technologies, Inc.
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ETHERNET MBX DRIVER

The following section describes a simple method to correct the compatibility issues that have
arisen between the Ethernet MBX Driver and Windows XP SP2 (RC2). To correct compatibility
issues between the Remote MBX Driver and Windows XP SP2 (RC2) between two WinXP SP2
systems, refer to WinXP SP2 to WinXP SP2. Likewise, refer to WinXP SP2 to Win2000 SP4 to
correct compatibility issues between the Remote MBX Driver and Windows XP SP2 (RC2)
between WinXP SP2 and non-WinXP SP2 systems.

Problem Description

In keeping with Microsoft's goal of improved default network security configurations, Windows XP
SP2 (RC2) closes most ports by default with Windows Firewall. Windows Firewall — aside from a
few exceptions — blocks all unsolicited incoming communications through TCP/IP.

This functionality impedes the Ethernet MBX Driver’s ability to handle unsolicited communications
over TCP/IP. Unsolicited communications sent to a Windows XP SP2 (RC2) system over TCP/IP
are blocked by Windows Firewall.

To learn more about Windows Firewall, visit Microsoft’s Changes to Functionality in Windows XP
SP2  (Windows Firewall) (http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/
sp2netwk.mspx#XSLTsection130121120120) document.

Cyberlogic Technologies, Inc.
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Compatibility Solution

The following solution configures Windows Firewall to open Port 502. By default, Windows
Firewall closes this port. However, it must be open for unsolicited communications over Modbus
TCP/IP to function.

1. Double-click Windows Security Center within Control Panel. Click Windows Firewall toward
the bottom of the screen.

¥ Windows Security Center ZHE”E

& Security Center
Help protect your PC

Security essentials

Security Center helps you manage your Windows security settings. To help protect your computer,
make sure the three security essentials are marked OM. IF the settings are not OM, Follow the

b

9J Resources

= Get the latest security and virus recommendations, To return ko the Security Center laker, open Control Panel.
information From Microsoft ‘What's new in Windows ko help protect my compuker?
» Cheack for the lakest updates from
iindows Lipdate @ Firewall O ON ¥
= zet support For security-related
issues o
tb Automatic Updates @ ON ¥

= et help about Security Center

’ Clhapge the: way Security Center # Virus Protection [ @ NOT FOUND | »
alerts me =

Manage security settings for:

@ Internet Options % Automatic Updates

At whic are about waur pr {. Pleaze r tatement.

Figure 1: Windows Security Center.
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2. Verify Windows Firewall is On.

*= Windows Firewall

Lieneral |E:-cu:eptiu:uns Advanced

Windows Firewall iz helping to pratect wour PC

YWindows Firewall helpz protect vour computer by preventing unauthonzed uzers
from gaining access to your computer through the [ntermet or a netwark,

@ (*) On [recommended]

Thiz zetting blockz all outzide sources from connecting o this
computer, with the exception of those selected on the Exceptions tab.
[]Don't allow exceptions

Select thiz when you connect to public nebworks in less secure
lozationz, such as airparts. v'ou will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igriored.

@ () OFf [not recommended]

Avoid wzing thiz zetting. Turming off Windows Firewall may make this
computer mare vulherable to viruzes and intruders.

Wwhat elze should | know about Windows Firewall?

[ OF. l [ Cancel

Figure 2: Windows Firewall (General Tab).

Cyberlogic Technologies, Inc. Page 6
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3. Select the Exceptions tab. Click Add Port...

= Windows Firewall

General | Exceptions | Advanced

YWindows Firewall iz blocking incoming network, connections, except for the
programs and services selected below, Adding exceptions allowes zome programs

to work, better but might increase your secunty nizk.

Frograms and Services:

Mame

M} File and Printer Sharing
[ Remate Azsistance

[J Remoate Desktop

[ UPhP Framesiark,

| AddProgiam... | | addPot. || Edi. Delete

Digplay a notification when Windows Firewall blocks a program

"What are the risks of allowing exceptions?

[ Q. ] [ Cancel

Figure 3: Windows Firewall (Exceptions Tab).

Page 7
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4. Type Modbus TCP/IP in the Name textbox and 502 in the Port Number textbox. Verify the
TCP radio is selected. Click Ok.

Add a Port X
|1ze these settingz to open a port through YWindows Firewall. To find the part

number and protocol, consulk the documentation for the program or service you
want bo use.

Name: | todbus TCPAP |

Part number; | 502 |

® TCP O UDP

What are the rizkz of opening a port?

Change scope...

Cancel

Figure 4: Add a Port Screen.

Cyberlogic Technologies, Inc.
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5. Verify the Modbus TCP/IP selection is checked. Click Ok.

= Windows Firewall

General | Exceptions | Advanced

YWindows Firewall iz blocking incoming network, connections, except for the
programs and services selected below, Adding exceptions allowes zome programs
to work, better but might increase your secunty nizk.

Frograms and Services:

M ame
M} File and Printer Sharing
Modbus TCPAP

[ Remate Aszistance
[J Remate Desktop
[ UPHF Framewark,

| tddProgiam... | | AddPot. || Edi. Delete

Digplay a notification when Windows Firewall blocks a program

"What are the risks of allowing exceptions?

[ Q. ] [ Cancel

Figure 5: Windows Firewall (Exceptions Tab) with Modbus TCP/IP Exception.

6. Repeat this procedure for any Windows XP SP2 system that may receive unsolicited
communications over Modbus TCP/IP.

Cyberlogic Technologies, Inc. Page 9
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REMOTE MBX DRIVER

The following section describes a simple method to correct the compatibility issues that have
arisen between the Remote MBX Driver and Windows XP SP2 (RC2). Refer to WinXP SP2 to
WinXP SP2 to correct compatibility issues between two WinXP SP2 systems. Likewise, refer to
WinXP SP2 to Win2000 SP4 to correct compatibility issues between WinXP SP2 and non-WinXP
SP2 systems. To correct compatibility issues between the Ethernet MBX Driver and Windows XP
SP2 (RC2), refer to Ethernet MBX Driver.

WinXP SP2 to WinXP SP2

The following section describes a simple method to correct the compatibility issues that have
arisen between the Remote MBX Driver and Windows XP SP2 (RC2) between two WinXP SP2
systems. This section applies both to systems that contain an MBX Remote Server and those that
contain an MBX Remote Client.

Problem Description

In keeping with Microsoft’'s goal of improved default network security configurations, Windows XP
SP2 (RC2) closes most ports by default with Windows Firewall. Windows Firewall — aside from a
few exceptions — blocks all unsolicited incoming communications through TCP/IP. In addition,
communications between two systems along a local network are impossible without configuring
the local network.

This functionality impedes the Remote MBX Driver’s ability to handle communications between
an MBX Remote Server and MBX Remote Client. Without configuring a local network, information
cannot be sent between two systems — even if they seem to reside on the same network. In
addition, Windows Firewall blocks communications between MBX Remote Servers and MBX
Remote Clients operating on Windows XP SP2 systems.

To learn more about Windows Firewall, visit Microsoft’s Changes to Functionality in Windows XP
SP2  (Windows Firewall) (http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/
sp2netwk.mspx#XSLTsection130121120120) document.

Compatibility Solution

The following solution configures a local network and forces Windows Firewall to allow File and
Printer Sharing. By default, systems that reside on a network are not allowed to communicate
with one another before a network is configured. However, such systems must communicate with
one another for the MBX Remote Driver to function. Furthermore, ports 137 through 139 — which
are necessary for File and Printer Sharing — must be open for communications between an MBX
Remote Server and MBX Remote Client to function.

To determine whether or not two Windows XP SP2 systems may communicate with one another
over a local network, open Windows Explorer and access a system through My Network Places.
If a Login window appears, the systems may not communicate.

Cyberlogic Technologies, Inc.
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Users must perform the following procedure on both Windows XP SP2 systems.

1. Double-click Network Connections within Control Panel. Click Set Up a Home or Small Office
Network.

" Network Connections |:”E”g|

File Edit Wiew Favorites Tools Advanced Help a.

eBack b \J L@ /'_Fj Search lL Folders v

Address t_.\, Netwaork Connections V| Go
Marne Type Status Drevice Mame Owaner
Network Tasks LAN or High-Speed Internet

Create a new connection
Set up a home or small
office network

@ Change Windows Firewal
settings

:JﬁLocaI Area Connection LA or High-Speed Internet  Enabled, Firewalled  3Com 107100 Mini PCI Ethernet Adapter  Syskem

See Also

j) Metwork Troubleshooter

Other Places

Br Control Panel

& My Metwark Places
() My Documents

a My Compuker

Details

Metwork Connections
System Folder

Figure 6: Network Connections Screen.

Cyberlogic Technologies, Inc. Page 11
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2. Click Next.

Metwork Setup Wizard

Welcome to the Metwork Setup
Wizard

Thiz wizard will help pou set up thiz computer ta run on Your
network, 'with a network, pou carn:

Share an Intermet connection
Set up Windows Firewall
Share filez and folders

Share a printer

LI I I

To continue, click Mesxt,

MHext = l[ Cancel

Figure 7: Network Configuration Wizard.

Cyberlogic Technologies, Inc. Page 12
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3. Click Next.

Network Setup Wizard
Before you continue. .. %

Before vou continue, review the checklist for creating a network:,.

Then, camplete the fallowing steps:

+ |nztall the netwark. cards, madems, and cables.

+ Turn on all computers, printers, and external modems.
+ Connect to the Internet.

When pou click Mest, the wizard will zearch for a shared Intermet connection on paur network,.

< Back ” MHext = l[ Cancel

Figure 8: Network Configuration Screen.

Cyberlogic Technologies, Inc. Page 13
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4. Be sure the This Computer Connects to the Internet through a Residential Gateway or ...
radio is selected. Click Next.

Metwork Setup Wizard
Select a connection method. %

Select the statement that best describes this computer:;

() This computer connects directly to the Intemet. The other computers an my netwark. connect
ko the [nternet through this computer.

Wigw an example.

(%) Thiz computer connects ta the Intemet thraugh a residential gateway or through anather
computer an my network.

Wigw an example.
() Other

Learn mare about home or zmall office netwark, confiqurations.

¢ Back ” MHeut > ][ Cancel

Figure 9: Network Configuration Screen.

Cyberlogic Technologies, Inc. Page 14
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5. Provide a Computer Description and Computer Name to identify your system on the local
network. In this example, Computer Description is Compatibility Solution and Computer
Name is CYBERLOGIC. Click Next.

Metwork Setup Wizand
Give thizs computer a dezscription and name. %

Computer description: | Compatibility S olution |

Examples: Family FBoom Computer or Monica's Computer

Computer name: | CYBEERLOGIC |
Examples: FAMILY or MOMICA

The curent computer name iz CYBERLOGIC.

Learn mare abouk computer names and descriptions.

¢ Back ” Mt > ][ Cancel

Figure 10: Network Configuration Screen.

Cyberlogic Technologies, Inc. Page 15
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6. Provide a Workgroup Name to identify the network upon which your network resides. In this
example, Workgroup Name is WORKGROUP. Click Next.

Metwork Setup Wizard
Mame your network._ %

Mare pour netwark, by specifving a warkgroup name below, All computers on your netwark,
ghould have the zame work.group name.

Work.group name: WORKGROUP
Examples: HOME or OFFICE

¢ Back ” MHeut > ][ Cancel

Figure 11: Network Configuration Screen.

Cyberlogic Technologies, Inc. Page 16
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7. Be sure the Turn Off File and Printer Sharing radio is selected. Click Next.

Note: Normally, the user may select the Turn On File and Printer Sharing radio. However,
this document will describe the process by which a user may allow File and Printer
Sharing through the Windows Security Center. If the user wishes to skip this
explanation — or already knows the procedure by which he may allow File and Printer
Sharing through the Windows Security Center — he may select the Turn On File and

Printer Sharing radio.

Metwork Setup Wizand

File and printer zharing

available.

What do you want b da?

{3 Turm on file and printer zharing
Windows Firewall will be configured to allow file and printer zharing on vour netwaorl,

(%) Turm off file and printer sharing

ghared files or printers, they will no longer be zhared

9

& Turring on file and printer zharng makez the Shared Documents folder available to
‘EJ‘) evemnone an your nebworl,. IF alzo gives evervone access to a shared printer if one iz

Windows Firewall will Block file and printer sharing on your netwark. [F you currently have

¢ Back ” M et = ][ Canicel

Figure 12: Network Configuration Screen.

Cyberlogic Technologies, Inc.
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8. Click Next.

Metwork Setup Wizard
Ready to apply network settings. .. %

The wizard will apply the following settings. This process may take a few minutes to complete
and cannot be interupted.

Settings:

Internet connection settings: ~

Connecting through another device or complter.

Metwork, zettings:

Computer description; Compatibility S olution

CompLiter name: CYBERLOGIC

Workaraup name; WORKGROUP 3

To apply these settings, click Hext.
< Back ” MHext » ] [ Cancel

Figure 13: Network Configuration Screen.

Cyberlogic Technologies, Inc. Page 18
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9. Select the Just Finish ... radio. Click Next.

Metwork Setup Wizard
You're almost done. .. %

\iy 'ou need to wn the Mebwork, Setup ‘Wizard once on each of the computers o your

network. To rn the wizard on computers that are not running YWindows =P, you can uze
the YWindows =P CD ar a Metwaork Setup Disk.

Wwhat do you want to do?

() Create a Metwork Setup Disk

() Uze the Metwork Setup Disk | already have
(1 Usze myp Windaws =P CD

(%) Just finish the wizard; | don't need ta run the wizard on ather computers

Figure 14: Network Configuration Screen.

Cyberlogic Technologies, Inc. Page 19
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10. Click Finish.

Metwork Setup Wizard

Completing the Network Setup
Wizard

Y'ou have successfully zet up this computer for home ar zmall
office networking.

For help with home or gmall office nebworking, see the
following topics in Help and Support Center:

+ Uzing the Shared Documents folder
+ Shanng files and folders

To gee other computers on vour network, click Start, and then
click by Metwark, Places.

To cloge thiz wizard, click Finizh.

<Back || Finish |

Figure 15: Network Configuration Screen.

Cyberlogic Technologies, Inc.
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11. The following steps describe the process by which a user may allow File and Printer Sharing
through the Windows Security Center. If the user selected the Turn On File and Printer
Sharing radio in the 7" step of this procedure, he may proceed to the 14" step.

Double-click Windows Security Center within Control Panel. Click Windows Firewall toward
the bottom of the screen.

¥ Windows Security Center |:|E”z|

@ Security Center
Help protect your PC

Security essentials
Security Center helps wou manage your Windows security settings, To help protect wour computer,
make sure the three security essentials are marked ON, IF the settings are not OR, Follow the

»

OJ Resources

= Get the latest security and virus recommendations, To return bo the Security Cenker laker, open Control Panel,
inFarmation fram Microsoft What's new in Windows to help protect my computer?
= Zheck for the latest updates From
windows Lpdate @3 Firewall O ON v
* Get support for security-related
issues o
tb Automatic Updates © ON 3

Get help about Security Center

Lmun s e # Virus Protection | © NOT FOUND
alerts me =4

Manage security settings for:

e about wour priv

Figure 16: Windows Security Center.

Cyberlogic Technologies, Inc. Page 21
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12. Verify Windows Firewall is On.

*= Windows Firewall

Lieneral |E:-cu:eptiu:uns Advanced

Windows Firewall iz helping to pratect wour PC

YWindows Firewall helpz protect vour computer by preventing unauthonzed uzers
from gaining access to your computer through the [ntermet or a netwark,

@ (*) On [recommended]

Thiz zetting blockz all outzide sources from connecting o this
computer, with the exception of those selected on the Exceptions tab.
[]Don't allow exceptions

Select thiz when you connect to public nebworks in less secure
lozationz, such as airparts. v'ou will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igriored.

@ () OFf [not recommended]

Avoid wzing thiz zetting. Turming off Windows Firewall may make this
computer mare vulherable to viruzes and intruders.

Wwhat elze should | know about Windows Firewall?

[ OF. l [ Cancel

Figure 17: Windows Firewall (General Tab).

Cyberlogic Technologies, Inc. Page 22
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13. Select the Exceptions tab. Activate the File and Printer Sharing checkbox. Click Ok.

= Windows Firewall

General | Exceptions | Advanced

YWindows Firewall iz blocking incoming network, connections, except for the
programs and services selected below, Adding exceptions allowes zome programs

to work, better but might increase your secunty nizk.

Frograms and Services:

Mame

File and Frinter Sharing
b odbusz TCPAAP

[ Remate Azsistance

[J Remate Desktop

O UPHP Framessark,

| tddProgiam... | | AddPot. || Edi. Delete

Digplay a notification when Windows Firewall blocks a program

"What are the risks of allowing exceptions?

[ Q. ] [ Cancel

Figure 18: Windows Firewall (Exceptions Tab).

14. Repeat this procedure for any other Windows XP SP2 systems that may communicate using
the Remote MBX Driver.

Cyberlogic Technologies, Inc. Page 23
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WinXP SP2 to Win2000 SP4

The following section describes a simple method to correct the compatibility issues that have
arisen between the Remote MBX Driver and Windows XP SP2 (RC2) between WinXP SP2 and
non-WinXP SP2 systems. In this procedure, the non-WinXP SP2 system contains the Windows
2000 SP4 operating system.

Note: Cyberlogic only guarantees the effectiveness of the following procedure for Windows
2000 SP4.

This section applies both to systems that contain an MBX Remote Server and those that contain
an MBX Remote Client. That is, the procedure is identical whether the MBX Remote Server
resides on the Win2000 system and the MBX Remote Client resides on the WinXP system, or the
MBX Remote Server resides on the WinXP system and the MBX Remote Client resides on the
Win2000 system.

Problem Description

In keeping with Microsoft’s goal of improved default network security configurations, Windows XP
SP2 (RC2) closes most ports by default with Windows Firewall. Windows Firewall — aside from a
few exceptions — blocks all unsolicited incoming communications through TCP/IP. In addition,
communications between two systems along a local network are impossible without configuring
the local network.

This functionality impedes the Remote MBX Driver’s ability to handle communications between
an MBX Remote Server and MBX Remote Client. Without configuring a local network, information
cannot be sent between two systems — even if they seem to reside on the same network. In
addition, Windows Firewall blocks communications between MBX Remote Servers and MBX
Remote Clients operating on Windows XP SP2 systems.

To learn more about Windows Firewall, visit Microsoft’s Changes to Functionality in Windows XP
SP2 (Windows Firewall) (http://www.microsoft.com/technet/prodtechnol/winxppro/maintain/
sp2netwk.mspx#XSLTsection130121120120) document.

Compatibility Solution

The following solution configures a local network and forces Windows Firewall to allow File and
Printer Sharing. By default, systems that reside on a network are not allowed to communicate
with one another before a network is configured. However, such systems must communicate with
one another for the MBX Remote Driver to function. Furthermore, ports 137 through 139 — which
are necessary for File and Printer Sharing — must be open for communications between an MBX
Remote Server and MBX Remote Client to function.

To determine whether or not a WinXP SP2 system may communicate with a Win2000 SP4
system over a local network, open Windows Explorer on both systems and access the other
computer through My Network Places. If a Login window appears on either system, the systems
may not communicate.

This procedure begins by configuring the Windows XP SP2 system.

Cyberlogic Technologies, Inc.

Page 24



MBX Driver Suite 5.00 SP2 Windows XP SP2 Compatibility Issues

Windows XP SP2 System

1. Double-click Network Connections within Control Panel. Click Set Up a Home or Small Office
Network.

" Network Connections |:”E”g|
File Edit ‘iew Favortes Tools  Advanced  Help z.

eBack - \J L@ /'_F} Search [L Folders v

Address e_‘_ Metwork Connections v| o
Marne Type Skakus Device Mame Owiner

Network Tasks LAN or High-Speed Internet

E Create & new connection $L0c3| Area Connection  LAM or High-Speed Internet  Enabled, Firewalled  3Comn 10100 Mini PCI Ethernet Adapter  Syskem
Set up a home or small
office network

@ Change Windows Firewal
settings

See Also

j) Metwork Troubleshooker

Other Places

[ control Panel

& My Metwork Places
B My Documents

i My Computer

Details

Metwork Connections
System Folder

Figure 19: Network Connections Screen.
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2. Click Next.

Metwork Setup Wizard

Welcome to the Metwork Setup
Wizard

Thiz wizard will help pou set up thiz computer ta run on Your
network, 'with a network, pou carn:

Share an Intermet connection
Set up Windows Firewall
Share filez and folders

Share a printer

LI I I

To continue, click Mesxt,

MHext = l[ Cancel

Figure 20: Network Configuration Wizard.

Cyberlogic Technologies, Inc. Page 26
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3. Click Next.

Network Setup Wizard
Before you continue. .. %

Before vou continue, review the checklist for creating a network:,.

Then, camplete the fallowing steps:

+ |nztall the netwark. cards, madems, and cables.

+ Turn on all computers, printers, and external modems.
+ Connect to the Internet.

When pou click Mest, the wizard will zearch for a shared Intermet connection on paur network,.

< Back ” MHext = l[ Cancel

Figure 21: Network Configuration Screen.

Cyberlogic Technologies, Inc. Page 27
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4. Be sure the This Computer Connects to the Internet through a Residential Gateway or ...
radio is selected. Click Next.

Metwork Setup Wizard
Select a connection method. %

Select the statement that best describes this computer:;

() This computer connects directly to the Intemet. The other computers an my netwark. connect
ko the [nternet through this computer.

Wigw an example.

(%) Thiz computer connects ta the Intemet thraugh a residential gateway or through anather
computer an my network.

Wigw an example.
() Other

Learn mare about home or zmall office netwark, confiqurations.

¢ Back ” MHeut > ][ Cancel

Figure 22: Network Configuration Screen.

Cyberlogic Technologies, Inc. Page 28
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5. Provide a Computer Description and Computer Name to identify your system on the local
network. In this example, Computer Description is Compatibility Solution and Computer
Name is CYBERLOGIC.

Metwork Setup Wizand
Give thizs computer a dezscription and name. %

Computer description: | Compatibility S olution |

Examples: Family FBoom Computer or Monica's Computer

Computer name: | CYBEERLOGIC |
Examples: FAMILY or MOMICA

The curent computer name iz CYBERLOGIC.

Learn mare abouk computer names and descriptions.

¢ Back ” Mt > ][ Cancel

Figure 23: Network Configuration Screen.
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6. Provide a Workgroup Name to identify the network upon which your network resides. In this
example, Workgroup Name is WORKGROUP.

Metwork Setup Wizard
Mame your network._ %

Mare pour netwark, by specifving a warkgroup name below, All computers on your netwark,
ghould have the zame work.group name.

Work.group name: WORKGROUP
Examples: HOME or OFFICE

¢ Back ” MHeut > ][ Cancel

Figure 24: Network Configuration Screen.
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7. Be sure the Turn Off File and Printer Sharing radio is selected. Click Next.

Note: Normally, the user may select the Turn On File and Printer Sharing radio. However,
this document will describe the process by which a user may allow File and Printer
Sharing through the Windows Security Center. If the user wishes to skip this
explanation — or already knows the procedure by which he may allow File and Printer
Sharing through the Windows Security Center — he may select the Turn On File and

Printer Sharing radio.

Metwork Setup Wizand

File and printer zharing

available.

What do you want b da?

{3 Turm on file and printer zharing
Windows Firewall will be configured to allow file and printer zharing on vour netwaorl,

(%) Turm off file and printer sharing

ghared files or printers, they will no longer be zhared

9

& Turring on file and printer zharng makez the Shared Documents folder available to
‘EJ‘) evemnone an your nebworl,. IF alzo gives evervone access to a shared printer if one iz

Windows Firewall will Block file and printer sharing on your netwark. [F you currently have

¢ Back ” M et = ][ Canicel

Figure 25: Network Configuration Screen.
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8. Click Next.

Metwork Setup Wizard
Ready to apply network settings. .. %

The wizard will apply the following settings. This process may take a few minutes to complete
and cannot be interupted.

Settings:

Internet connection settings: ~

Connecting through another device or complter.

Metwork, zettings:

Computer description; Compatibility S olution

CompLiter name: CYBERLOGIC

Workaraup name; WORKGROUP 3

To apply these settings, click Hext.
< Back ” MHext » ] [ Cancel

Figure 26: Network Configuration Screen.
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9. Select the Just Finish ... radio. Click Next.

Metwork Setup Wizard
You're almost done. .. %

\iy 'ou need to wn the Mebwork, Setup ‘Wizard once on each of the computers o your

network. To rn the wizard on computers that are not running YWindows =P, you can uze
the YWindows =P CD ar a Metwaork Setup Disk.

Wwhat do you want to do?

() Create a Metwork Setup Disk

() Uze the Metwork Setup Disk | already have
(1 Usze myp Windaws =P CD

(%) Just finish the wizard; | don't need ta run the wizard on ather computers

Figure 27: Network Configuration Screen.
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10. Click Finish.

Metwork Setup Wizard

Completing the Network Setup
Wizard

Y'ou have successfully zet up this computer for home ar zmall
office networking.

For help with home or gmall office nebworking, see the
following topics in Help and Support Center:

+ Uzing the Shared Documents folder
+ Shanng files and folders

To gee other computers on vour network, click Start, and then
click by Metwark, Places.

To cloge thiz wizard, click Finizh.

<Back || Finish |

Figure 28: Network Configuration Screen.
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11. The following steps describe the process by which a user may allow File and Printer Sharing
through the Windows Security Center. If the user selected the Turn On File and Printer
Sharing radio in the 7" step of this procedure, he may proceed to the 14" step.

Double-click Windows Security Center within Control Panel. Click Windows Firewall toward
the bottom of the screen.

¥ Windows Security Center |; E”E

@ Security Center
Help protect your PC

@) Resources Sec_urlty essentials . -
Security Center helps wou manage your Windows security settings, To help protect wour computer,
make sure the three security essentials are marked ON, IF the settings are not OR, Follow the

Get the latest security and virus recommendations, To return bo the Security Cenker laker, open Control Panel,

infarmation From Microsoft What's new in Windows to help protect my computer?

»

Check for the latest updates from

Windows Update @ Firewall © ON
* Get support for security-related
issues o
tbAutomahc Updates © ON 3

Get help about Security Center

Lmun s e # Virus Protection | © NOT FOUND
alerts me =4

Manage security settings for:

e about your pr

Figure 29: Windows Security Center.
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12. Verify Windows Firewall is On.

*= Windows Firewall

Lieneral |E:-cu:eptiu:uns Advanced

Windows Firewall iz helping to pratect wour PC

YWindows Firewall helpz protect vour computer by preventing unauthonzed uzers
from gaining access to your computer through the [ntermet or a netwark,

@ (*) On [recommended]

Thiz zetting blockz all outzide sources from connecting o this
computer, with the exception of those selected on the Exceptions tab.
[]Don't allow exceptions

Select thiz when you connect to public nebworks in less secure
lozationz, such as airparts. v'ou will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igriored.

@ () OFf [not recommended]

Avoid wzing thiz zetting. Turming off Windows Firewall may make this
computer mare vulherable to viruzes and intruders.

Wwhat elze should | know about Windows Firewall?

[ OF. l [ Cancel

Figure 30: Windows Firewall (General Tab).
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13. Select the Exceptions tab. Activate the File and Printer Sharing checkbox. Click Ok.

= Windows Firewall

General | Exceptions | Advanced

YWindows Firewall iz blocking incoming network, connections, except for the
programs and services selected below, Adding exceptions allowes zome programs

to work, better but might increase your secunty nizk.

Frograms and Services:

Mame

File and Frinter Sharing
b odbusz TCPAAP

[ Remate Azsistance

[J Remate Desktop

O UPHP Framessark,

| tddProgiam... | | AddPot. || Edi. Delete

Digplay a notification when Windows Firewall blocks a program

"What are the risks of allowing exceptions?

[ Q. ] [ Cancel

Figure 31: Windows Firewall (Exceptions Tab).

14. Repeat this procedure for any other Windows XP SP2 systems that may communicate using
the Remote MBX Driver.
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Windows 2000 SP4 System

15. This procedure continues by configuring the Windows 2000 SP4 system. The primary goal of
this procedure is to allow access from other systems on the local network.

Right-click My Computer and choose Properties. Select the Network Identification tab. Click
Network ID.

System Properties d |

General Metwork [dentification I Hardwarel Lser F'ru:ufilesl .ﬁ.dvancedl

an the netwark.

Eﬁ YWindows uzes the fallowing information to identify pour computer

Full computer narme; labdell5h0.

Wiorkgraup: WORKGROLUF

T o uze the Metwork |dentification ‘Wizard to join a Metwark |0 |
domain and create a local uger, click Metwaork 1D |:> e

T o rename thiz computer ar join a domain, click Propertiss |
Properties. =

k. I Cancel Spply

Figure 32: Network Identification Tab.
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16. Click Next.

Metwork Identification Wizard

Welcome to the Network
Identification Wizard

This wizard helps wou connect your compuker ko a
netwark,

To continue, click Mesxt,

= Back

Cancel |

Figure 33: Network Identification Wizard Screen.
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17. Select the This Computer is Part of a Business Network ... radio. Click Next.

Metwork Identification Wizard

Connecting to the Metwork
How da wou use this computer?

Select the option that best describes wour computer:

i Thiz computer is part of a business network, and Iuse it to connect to other
computers ak wark

™ This computer is for home use and is nok part: of a business network

< Back I Mext = I Cancel

Figure 34: Network Identification Wizard Screen.
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18. Select the My Company Uses a Network Without a Domain radio. Click Next.

Metwork Identification Wizard

Connecting to the Metwork
What kind of nebwork da wou use?

Select the option that best describes wour company nekworlk;

™ My company uses a netwark with & domain

% Py company uses a network withaut & domain

< Back I Mext = I Cancel

Figure 35: Network Identification Wizard Screen.
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19. Provide a Workgroup Name to identify the network upon which your network resides. In this
example, Workgroup Name is WORKGROUP. Click Next.

Metwork Identification Wizard

Workgroup
& warkgroup is & group of computers that share files and resources,

Type the name af the workgroup to which this computer belongs, Windows uses this
name in My Mebwork Places ko show wou other computers in vour workgroup.

If wou do ok know the name of your workgroup, go ko the next screen,

YWiarkgroup name; WORKGROUP

< Back. I Mexk = I Cancel

Figure 36: Network Identification Wizard Screen.
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20. Click Finish. Reboot the system.

Metwork Identification Wizard

Completing the Network
Identification Wizard

vou hawve successfully completed the Metwork Identification
Wizard.

Your computer must be restarted in order For these
changes to kake effect,

To close this wizard and restart wour computer, dlick Finish,

< Back

Close |

Figure 37: Network Identification Wizard Screen.
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21. Double-click Users and Passwords within Control Panel. Deactivate the Users Must Enter a
User Name and Password ... checkbox. Click Apply.

Users and Passwords d |

Uzers I &dvanced I

Ilse the list below to grank or deny users access ko waour
computer, and to change passwords and other settings.

[ Users must enter a user name and password bo use this computer,

Isers For this computer:

Lser Marne I Grn:-uE I
g Administrators
Guests

add.., REmove Frapetties

—Passward For Administrator

To change your passwaord, press Crrl-Alt-Del and select
Change Passwaord,

Sek Bassword, ., |

| (4 I Cancel | Apply |

Figure 38: Users and Passwords Screen.

22. Type Administrator in the User Name field. Type the system’s password in the Password and

Confirm Password textbox. In this example, the password is [blank]. Click Ok. Click Ok on the
Users and Passwords screen.

Automatically Log On x|

Yo can sek up wour computer so that users do not have to bype a
wser name and password to log on. To do this, specify a user that
will be auktarmatically logaed on below:

Lser name: I Adrniniskrator
Passward: I
Confirm Passwiord: I

(0] 4 I Cancel

Figure 39: Automatic Logon Screen.
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23. Repeat the Windows 2000 SP4 procedure for any other Windows 2000 SP4 system that may
communicate using the Remote MBX Driver.
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